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ITpuka3z ®Cb PO ot 27 nexabps 2011 r. N 796 "O06 yrBepxkaenun TpebGoBaHU# K CpeacTBamMm
JIEKTPOHHOM noanucu 1 TpeOoBaHUil K CpeJCcTBaM YAOCTOBEPSIOILEro HEHTPA" (C U3BMEHEHUSIMU U
JIOTTOTHEHUSIMU )

Wndopmarius 06 H3MEHEHUSX:
Ipuxas usmenen ¢ 1 cenmsaops 2021 2. - Ilpuxaz @CH Poccuu om 13 anpens 2021 2. N 142
Cm. npeodvloywyio peoaxkyuro

Mpuxa3 ®CH PD ot 27 nexadps 2011 r. N 796
"O0 yrBep:xxaennu TpeGoBaHuii K cpeacTBaM 3JeKTPOHHOM noanucu U TpedoBanmii k cpeacTBam
YI0CTOBEPSIONIEro HeHTpa'

C u3MeHeHUusIMH 1 JOINNOJTHCHUSAMMU OT:
4 mexabps 2020 ., 13 ampens 2021 .
1. YTBepauTh:
TpeboBaHus K cpecTBaM MEKTPOHHON noanucu (npuioxkenue N 1);

TpeboBaHus K cpelICTBaM y10CTOBEpstoLIero neHTpa (rnpuioxenue N 2).
2. HacTtosamuit npuka3s nerictyer 1o 1 ssuBaps 2027 r.

Hupexrop A. BopTHUKOB

* CoOpanue 3akoHonaTenbcTBa Poccuiickoit @enepanum, 2011, N 15, ct. 2036; N 27, cT. 3880.

3apeructpupoBano B Muntocte PO 9 ¢despans 2012 r.
Peructpanmonssiii N 23191

Ipuiaoxenne N 1
K npukazy ®Cb P®
ot 27 nexadps 2011 r. N 796

TpedoBanus K cpeACTBaM 3JIeKTPOHHOM NMOAIUCH

C u3MeHeHHSIMH H JAOIOJITHCHUSAMMU OT:

4 nexabps 2020 T.
I. O0mue moJs1o:xeHus

1. Hacrosimue TpeGoBanusi pa3paboTaHbl B COOTBETCTBHH ¢ DeiepanbHbIM 3aKOHOM OT 6 ampers
2011 r. N 63-®3 "O06 snexktponHoi oanucu" (nanee - OenepanbHBINA 3aK0H).

2. B nacrosmux TpeGoBaHUSAX UCHOIB3YIOTCS CIEYIOUINE OCHOBHBIE MOHSATHS, ONpE/ICICHHBIEC B
cratee 2 denepasbHOTO 3aKOHA:

1) snextponnas mnoamuck (namee - OII) - uHPOpMamuss B 3JIEKTPOHHONM (opme, KOTopas
PHUCOEANHEHA K APYro MHPOpMAIMK B 3JIEKTPOHHOM (opMe (moanuceiBaeMoil HHGOpMalluu) WM UHBIM
o0pa3oM cBsi3aHa ¢ Takod HH(OpManuell W KoTopas HCIOJNb3YyeTCs s ONpelesieHUs JIHIa,
HOJNKCHIBAIOILEr0 MH(OpMAIHIO;

Wndopmarus 06 H3MEHEHUSX:

Hoonynxm 2 usmenen c 11 aunsaps 2021 2. - [Ipuxaz @CH Poccuu om 4 dexabpsa 2020 2. N 555
Cm. npedvioywyro peoakyuio
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2) ynocroBepsitomuii meHtp (mamee - VYII[) - ropuanueckoe JHIO, HHAUBUAYAIbHBIN
OpeAnpuHUMaTesb  JUOO TOCYHApCTBEHHBIM OpraH WIM OpraH MECTHOINO  CaMOYIPAaBICHHMS,
OCYIIECTBIISIONINE (DYHKIMH IO CO3AAHUIO U BhIZaue cepTudukaroB kimoueit nposepku 11, a Taxke uHbIE
GyHKLMH, npexycMoTpeHHble DeiepanbHbIM 3aKOHOM;

3) karou I1I - yHUKanbHAs OCIIEI0BATEILHOCTh CUMBOJIOB, MIpeAHa3HaueHHas i co3aanus Ol

4) ka4 nposepku I - yHuKanbHAs IOCIE0BATEIBHOCTh CUMBOJIOB, OJTHO3HAYHO CBSI3aHHAs C
kirouoM D11 u npeanaznauenHas i npoepku nomuHHoct D11 (nanee - mposepka JI1);

5) cpeacrBa OJII - mmdpoBanbHbIe (KpUNTOrpadUUEeCKUE) CPEICTBA, HCIOIb3YEMbIE IS
peanm3anuu XoTs Ob1 01HOM U3 cnenyrommx GyHkuuii: coznanue D11, mposepka D1, coznanue kroga D11
1 Kiroya npoepku JlI;

6) ceprudurar kiao4a npoBepku I - AIEKTPOHHBIN JOKYMEHT WU JOKYMEHT Ha OyMaKHOM
HocuTene, BelgaHHble Y1 nmubo noeepeHHbIM JuioM YII m nmoarBepraaroliye NMpUHAUIEKHOCTh KIHOYa
nposepku D1 Bragensity ceprudukaTa kioda nmposepku 1.

3. Hacrosimue TpebGoBaHus ycTaHABIMBAIOT CTPYKTYPY U coliepxaHue TpeOoBaHuM K cpeacTBam DII.

4. Hactosmme TpeOoBaHus npeaHa3HAUYEHbI Ul 3aKa34MKOB U Pa3pabOTUMKOB pa3pabaThIBaeMbIX
(MozmepHM3MpYeMBbIX) cpeacTB Ol mpu uX B3aUMOAECHUCTBUM MEXIy CcOOOW, ¢ OpraHu3alusiMuy,
NPOBOSIIMMHU  KpUNTOrpapuuecKue, WHXEHEPHO-KPUNTOrpapUUecKue W CIEeHUAIbHBIC HCCIECIOBAHUS
cpeacts OII, ®Cb Poccun, ocymecTBisonel noaTBepkIeHHe cooTBeTcTBUs cpeacTB DIl HacTosmmm
TpeboBaHmsIM.

5. Hacrosmme TpeGoBanus pacrnpocTpaHstoTcss Ha cpexnctBa OII, npeaHa3sHayeHHble IS
UCIIONIb30BaHus Ha Teppuropun Poccuiickon ®enepanuu, B yupexacHusax Poccuiickonn ®denepanuun 3a
pyOe)KoM M B HaxXoAAUIMXCS 3a pyOeKoM 00O0COONEHHBIX NOJPA3ACICHUSIX IOPUINYECKUX JIUL,
00pa30BaHHBIX B COOTBETCTBUHU C 3aKOHOAaTeNbCTBOM Poccuiickoit @enepanuu.

6. K cpencteam OIl B uyacTu uxX pa3pabOTKW, MPOU3BOJACTBA, pealu3allMM U SKCIUTyaTalluu
NpeIbABISAIOTCS TpeboBaHus, 3akpersieHHble [lonoxenneM o pa3paboTke, MPOU3BOICTBE, pealu3aluu U
9KCIUTyaTalu Mu(poBaIbHbIX (KpUNTOrpaguueckux) cpeacts 3amuTtsl vHGopmarun (ITonoxenne ITK3-
2005), yreepxaeHHbM rpukazom ®CB Poccun ot 9 despans 2005 r. N 66 ! (¢ u3meHennsmu, BHECEHHBIME
npukazom ®CB Poccuu ot 12 anpens 2010 r. N 173 2, a1 mmdpoBaibHbIX (KpunTorpaguueckux) cpeicTs
3alUThl MH(QOpPMAMM C OrPaHUYEHHBIM JOCTYIIOM, HE COJEpKallell CBEACHHM, COCTaBJISIOMINX
rOCyIapCTBEHHYIO TalHY.

! 3apeructpuposan Munioctom Poccru 3 mapra 2005 r., peructpannonHsii N 6382.
2 3apeructpuposan Muntoctom Poccuu 25 mast 2010 1., perucrpanuonnsii N 17350.

7. TpeboBaHus K TEXHONOTHAM co3aanus (popmupoBanusi) u nposepku 1 ¢ moMoIp0 cpeacTpa
OI1 YKa3bIBAIOTCA B TAKTUKO-TCXHUYCCKOM 3aJJaHUU NJIKM TEXHUYCCKOM 3aJlaHWH Ha MPOBEACHHUE OIILITHO-
KOHCTPYKTOPCKON padOThl WM COCTaBHOW YaCTH OIBITHO-KOHCTPYKTOPCKON paboThl MO pa3paboTke
(monepauzanmn) cpeactra D1 (manee - T3 Ha pazpaboTky (MoaepHu3aiuio) cpeactra JlI).

I1. TpeGoBanus k cpeacream I1I

8. IIpu cozpanum D11 cpenctra D11 10MKHBI:

- TOKa3bIBaTh JIMILY, MOATHUCHIBAIONIEMY SIEKTPOHHBI JTOKYMEHT, COAepsKaHHe HH(pOPMAIHH,
KOTOPYIO OH TOJINHCHIBAET ';

- co3aaBath DI TONBKO MOCIIE HOATBEPsKACHHUS JTUIIOM, TOITHCHIBAIOLINM IEKTPOHHBIN JOKYMEHT,
omeparu 1o cosganuio 1 ';

- 0JIHO3HAYHO MOKA3bIBaTh, uTo JII co3mana '.

1 PeanmyeTcs{ B TOM YHCJI€ C UCITOJIb30BAHUEM allllapaTHBIX U NPOrpaMMHBIX CPEACTB, COBMECTHO € KOTOPbIMU HITATHO
q)yHKL[I/IOHI/IpyIOT cpeacTBa Ollu KOTOpbIC CIIOCOOHEI ITOBJIMATH HA BBLIIOJHEHUE OpeaABbIABIIACMBIX K CPEACTBAM Il Tpe60BaHI/II71,
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B COBOKYITHOCTH TIPEICTABIIONINX cpeny pyHKmnonuposanus cpeacts JI1 (manee - CO).

9. Ilpu mposepke 11 cpeacrra 1 q0MKHBI:

- OKa3bIBaTh COJIEPIKAHKE JNEKTPOHHOIO TOKYMEHTa, noanucanHoro DT ';

- IOKa3bIBaTh MH(OPMALHUIO O BHECEHUU M3MEHEHHI B oAnucannbiil DI 5J1eKTPOHHBIH TOKYMEHT ';
- yKasplBaTb Ha JIMLO, C HCHOJb30BaHHMeM Kimoda OII koToporo moanucansl 3J€KTPOHHBIE

JIOKYMEHTHI .

! PeanusyeTcst B TOM 9HCIIE C HCTIONB30BAHHUEM ANMAPATHBIX W MPOrPAMMHBIX CPEJICTB, COBMECTHO C KOTOPBIMH INTATHO
(yHKIHOHHUPYIOT cpeacTBa DI 1 KOTOpBIe CIIOCOOHBI MTOBIUATH Ha BEIIOIHEHUE MPEIbIBIAEMBIX K cpeacTtBaM DI TpedoBaHmiA,
B COBOKYITHOCTH TIPEICTABIIONINX cpeny QyHKIunoHupoBarus cpencts DI (mamee - COD).

10. TpeboBanus nynktoB 8 u 9 Hactosmux TpeOoBaHMI He MPUMEHSIOTCA K cpeactBam DI,
UCNOJIb3YyEeMbIM U1l aBTOMAaTHYECKOTO cO3AaHuMs M (WiM) aBToMaTuyeckoil mnposepku OII B
UH(POPMALIMOHHON CUCTEME.

11. Cpenctea DI 10KHBI IPOTUBOCTOSATH YTpO3aM, IPEACTABIISIIOIUM COOOH 1ieJIeHanpaBiIeHHbIE
JNEHCTBUS C HCIHOJB30BaHUEM allapaTHbIX M (WIKM) MPOrpaMMHBIX CPEACTB C LEJIbI0 HapyLICHUs
6e3omacHoCTH 3auumaemMoil cpenctsoM Ol MHpOpManuy WM C LENbI0 CO3AAaHUS YCIOBUH JUISL 3TOrO
(mamnee - araka).

12. B 3aBUCHUMOCTH OT crocoOHOCTe! MPOTUBOCTOATH arakaMm cpenctBa DIl momapasnenstorcs Ha
KJTAcCHI .

! HeoOxoauMMblii Kilacc pa3padaTeiBaeMoro (MOAEPHU3MPYEMOro) cpenctBa DIl  ompenensercs 3aKa3dMKOM

(pa3pabotumnkom) cpeactBa Il myTem ompeneneHuss BO3MOXKHOCTEH OCYIIECTBIISITh CO3AaHHE CIOCOOOB aTak, MOATOTOBKY H
MPOBE/ICHUE aTak Ha OCHOBe IyHKTOB 13-18 Hactosmmx TpeOoBaHmil m ykaspiBaeTcst B T3 Ha pa3paboTKy (MOAEpPHHU3AINIO)
cpenctsa OIl.

13. Cpenctea DIl kimacca KC1 mpoTHBOCTOAT aTtakaM, MpH CO3JaHUU CIIOCOOOB, MOATOTOBKE W
MPOBEJICHIH KOTOPHIX UCHOIB3YIOTCS CIEIYIOIINE BOZMOKHOCTH:

13.1. CamocrosiTeNnbHOE OCYIIECTBICHUE CO3AaHNS CIIOCOOOB aTaK, MOJrOTOBKH U IPOBE/ICHUS aTaK.

13.2. [lelicTBHs Ha pa3IMYHBIX 3Talax )KM3HEHHOTO IuKJIa cpeacta DIl 2

2 K oramam KU3HEHHOTO HuKia cpeactsa JIl oTHocsaTcs pa3paboTka (MOAEpPHHM3AIMA) YKA3aHHBIX CPEICTB, HX
MIPOM3BO/ICTBO, XpaHEHHE, TPAHCIIOPTHPOBKA, BBOJI B 3KCIIIyaTallMIO (IIyCKOHANAI0YHbIe pabOThI), IKCILTyaTalus.

13.3. TlpoBeneHne ataku TOJIBKO H3BHE IPOCTPAHCTBA, B MPEAENax KOTOPOIO OCYIIECTBISAETCS

KOHTPOJIb 32 IPEeObIBAHUEM U JEHCTBUSAMU JIMIL U (WJIM) TPAHCIIOPTHBIX CPEACTB (Jjajiee - KOHTPOJIUpyemast
3
30Ha .

3 I'panueil KOHTPOIUPYEMON 30HBI MOTYT OBITh: TIEPUMETP OXPAHSIEMOW TEPPUTOPHUM TIPEANPUATUS (yUpEXkIEHUs),
orpaxxaroliye KOHCTPYKIUN OXPAHAEMOr0 3[JaHUs, OXPaHIEMOM YaCTH 31aHUsI, BBIIEIIEHHOTO TIOMEILEHMS.

13.4. TIpoBeneHue Ha 3Tanax pa3padOTKH, IPOU3BOICTBA, XPAHEHHUSI, TPAHCTIOPTHPOBKHU cpeAcTs D11
W dTare BBOJA B dKCILTyatanuio cpeacts DI (myckoHamamouHbie paboThl) CAEAYIONNX aTakK:

- BHECEHHE HECAaHKIIMOHUPOBAHHBIX M3MEeHEHUH B cpencTBO DIl u (unm) B komrnoHeHTsl CD, B TOM
YHCIIe C UCIIOIb30BAaHUEM BPEIOHOCHBIX IPOTPAMM;

- BHECCHHE HECAHKI[MOHMPOBAHHBIX M3MEHEHHMI B JOKyMEHTaluio Ha cpeactBo OIl u Ha
KOMITOHEHTBI CD.

13.5. IIpoBeneHue aTak Ha CIEAYIOMNE OOBEKTHI:

- ToKyMeHTanuio Ha cpenctBo DIl u Ha komnoHeHTsl CD;

- 3aIUIIAeMbIE SJIEKTPOHHBIE TOKYMEHTHI,

- KJIFOUEBYI0, AyTEHTHU(PUIMPYIONIYIO U aposibHYI0 nH(popManuio cpenctsa Jl;

- cpenctBo JOI1 u ero mporpaMMHBIE | alapaTHbie KOMIIOHEHTHI,
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- annapaTHble cpeicTBa, Bxoaduue B CD, BKI0Yasi MUKPOCXEMBI € 3alIMCAaHHBIM MUKpoKko1oM BIOS,
OCYIIECTBISIONIEH HHUIIMATU3ALUIO 3TUX CPEJICTB (J1ajee - annapaTHbie KOMIOHEHTH CD);

- IpOrpaMMHble KOMITOHEHTBI CD;

- TaHHbIE, IIepeaBaeMble 10 KaHaJlaM CBSI3U;

- MOMEIIEHUS, B KOTOPBIX HAXOAUTCS COBOKYIHOCTb NPOTPAaMMHBIX M TEXHUYECKHX 3JIEMEHTOB
cucTeM 00pabOTKHU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITENIBHO UJIH B COCTABE IPYTUX CUCTEM
(manee - CBT), na xotopbix peanuzoBanbl cpenctsa Il u CO;

- UHBbIE OOBEKTHl arak, KOTOpbIe MPH HEOOXOIMMOCTH YyKa3biBatoTcs B T3 Ha pa3paboTKy
(MogepHu3anuio) cpencraa JII ¢ yaeTom HCIONb3yeMbIX B HHPOPMAITMOHHONW crcTeMe MHGOPMAITMOHHBIX
TEXHOJIOTHH, armmapaTHbIX cpeAcTB (nanee - AC) u mporpammHoro obecrniedenus (panee - [10).

13.6. Ilonyuenue cienyronieit nHOpMAIHH:

- o0mmXx cBemeHU 00 HMHPOPMAIMOHHOM CHCTEME, B KOTOpPOH wucmoib3yercs cpeiactBo Ol
(Ha3HaYeHHUe, COCTaB, ONEPaTOP, OOBEKTHI, B KOTOPBIX pa3MeIleHbl pecypchl HHPOPMAITMOHHOW CHCTEMBI);

- cBelleHM 00 MH(pOpPMAlMOHHBIX TEXHONOIWAX, Oazax manHblx, AC, IlO, ucnonb3yembx B
WH(OPMAIIMOHHON CHCTEME COBMECTHO CO cpencTBoM DII;

- CBeJIeHUH 0 (PM3UUYECKUX Mepax 3alluThl 00BbEKTOB, B KOTOPBIX pa3MelleHsbl cpeacTtna Jll;

- CBelleHHH O Mepax Mo OOeCHeYeHHIO KOHTPOJHPYEMOH 30HBI OOBEKTOB HH(MOPMAIIMOHHON
CHCTEMBI, B KOTOPO ucnonb3yercs cpeactso JlT;

- CBEJICHUH O Mepax I10 pa3rpaHMUYEHUIO JOCTYyIa B MOMEIIEHUs, B KoTopbix Haxonarcs CBT, Ha
KOTOPBIX peann3oBansbl cpenctsa Il u Cd;

- COIepKaHUs HaXOIAIIEHCs B CBOOOTHOM JTOCTYIIE JOKYMEHTAIIMH Ha alllapaTHbIC H IPOTPaMMHBIE
KoMIoHeHThI cpecTBa DIl u CO;

- o0mmX CBEIEHUH O 3amuIIaeMoll WH(OPMAIWU, WCIOJIB3YEMOW B MPOIECCe SKCILTyaTaluu
cpencrsa OII;

- BCEX BO3MOJKHBIX JIAHHBIX, MIEpeaBaeéMbIX B OTKPBITOM BHJIE IO KaHaJIaM CBSI3U, HE 3aIlUIICHHBIM
0T HecaHKLIMOHMpOBaHHOro jaocryna (nanee - HCJ/]) k mHpopmanum opraHu3alMOHHO-TEXHHUUYECKUMHU
MepaMu;

- CBE/ICHUH O JIMHUSX CBA3H, 10 KOTOPBIM NepeaaeTcs 3amuinaemas cpeactsoM 11 uadopmarus;

- CBeZIeHU# 000 BCEX MPOSBISIONMIUXCS B KaHallaX CBs3H, He 3amuiieHHbx oT HCJl x nundopmarun
OpraHU3aIMOHHO-TEXHUYECKUMHI MEpaMH, HapyIICHUX MpaBmil 3KkciryaTanuu cpeactsa 11 u CD;

- CBeZIeHU# 000 BCeX MPOSBISIONMIUXCS B KaHallaX CBs3H, He 3amuiieHHbx oT HCJl x nndopmaniun
OpraHU3aIMOHHO-TEXHUYECKUMHU MEpaMH, HEMCIIPABHOCTAX U COOSIX anmapaTHbIX KOMIIOHEHTOB CpPE/ICTBA
Oll u Ch;

- CBEJICHUH, MOJIy4aeMbIX B pe3yJbTaTe aHajdu3a JIIOOBIX CUTHAJIOB OT alMapaTHBIX KOMIIOHEHTOB
cpenctBa Ol u CD, KOTOpBIE MOKET NTEPEXBATUTh HAPYIIUTEb.

13.7. Ucnonp30oBaHue:

- HaXOJSAIIUXCS B CBOOOJHOM JOCTYIE€ WJIM UCTOIb3YEMbIX 3a MpeieiaaMu KOHTPOIUPYEMOM 30HbI
AC u 110, Bxirouas anmnapaTHble U IPOrpaMMHbIE KOMIIOHEHTHI cpenctBa Ol u CO;

- crienuanbHO paspadoranHbix AC u I10.

13.8. Mcnonp30BaHue B KaYeCTBE CPE/Ibl IEpeHoca OT CyObeKTa K 00BEKTY (OT 00BEKTa K CYOBEKTY)
aTaku JAEWCTBUM, OCYIIECTBISEMBIX IPU MOJATOTOBKE U (UJIM) MPOBEICHUH aTakH (Jajee - KaHall aTakh):

- He 3amuieHHbIX oT HC/I k nHpopManum opraHn3alliOHHO-TEXHUYECKUMU MEpaMH KaHAJIOB CBS3U
(kKaK BHE KOHTPOJIMPYEMOM 30HBL, TaK U B €€ Mpeieliax), 0 KOTOPbIM NepeaeTcs 3alluiaemMas CpeCTBOM
OI1 uadopmanus;

- KaHaJIOB pacIpOCTPaHEHUs CUTHAJIOB, COIPOBOXKIAIONINX (yHKIIMOHUpoBaHue cpeactra DI u CO.

13.9. IlpoBenenue aTaku U3 HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CEeTEl, TOCTYI K KOTOPBIM
HE OrpaHUYeH ONPEIEICHHBIM KPYTOM JIUILI.

13.10. Ucnons3oanne AC u I1O u3 coctaBa cpecTB HHPOPMALMOHHOM CUCTEMBI, HCIIOIB3YEMbIX
Ha MecTax skcrutyatauuu cpenctBa Ol (manee - mTaTHbE CpelCTBA) M HAXOIAIIUXCS 3a MpeaesamMu
KOHTPOJIUPYEMOU 30HBI.
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14. Cpencrea DIl kimacca KC2 npoTUBOCTOST arakaM, MPU CO3JaHUU CIIOCOOOB, MOATOTOBKE U
MPOBEJICHUM KOTOPBIX HCIOJB3YIOTCA BO3MOXKHOCTH, IEPEUUCICHHbIE B rnoanyHkrax 13.1 - 13.10
HacTosmux TpeboBaHuil, U CleNyIOIUe TOTIOTHUTEbHBIE BO3SMOKHOCTH

14.1. I[IpoBenenue ataku Mpyu HAXOKJICHUHU KaK BHE MPEJIETIOB, TAK U B MpeJeiax KOHTPOIUPYEMOil
30HBI.

14.2. MHcnons3oBaHWE IITaTHBIX CPEJICTB, OrPAHUYEHHOE MEpaMH, pPEAIN30BAaHHBIMU B
UHPOPMALIMOHHOM CcHCTeMe, B KOTOpPOM ucmoib3yercss cpeactBo Oll, u HampaBieHHBIMH Ha
MIPEI0TBPALIEHUE U IPECEUEHUE HECAHKIIMOHUPOBAHHBIX ACHCTBUI.

15. CpencrBa DIl kmacca KC3 mpoTuBOCTOSIT arakam, MpH CO3JaHUU CHOCOOOB, MOATOTOBKE U
MPOBEJICHUH KOTOPBIX UCIIOIB3YIOTCS BO3MOKHOCTH, IEpeYrCiIeHHbIe B noanyHkTax 13.1-13.10, 14.1, 14.2
HacTosmux TpeboBaHuil, U CIeyIOIUE TOTIOTHUTEbHBIE BO3SMOKHOCTH

15.1. Hoctyn k CBT, Ha koTopbIx peanu3oBansl cpenctro I u CO.

15.2. Bo3MOXXHOCTh pacmojiarath anmapaTtHbIMA KoMroHeHTamu cpenctBa DI u CO B oObeme,
3aBUCALLEM OT MEp, HAIIPABJIICHHBIX Ha MPEJOTBPAILIEHUE U TPECEUCHNE HECAHKIIMOHUPOBAHHBIX JIEUCTBUH,
pean30BaHHbBIX B MH()OPMALIMOHHON CUCTEME, B KOTOPOM Hcmonb3yercs cpeactso 11

16. CpencrBa DIl kiacca KB1 mpoTtuBocTOAT arakam, ImpH CO3JaHUU CIIOCOOOB, MOATOTOBKE H
IIPOBEICHUH KOTOPBIX UCIIOJIB3YIOTCS BO3MOKHOCTH, IIEpEUMCIICHHbIE B rtoAnyHkTax 13.1 - 13.10, 14.1, 14.2,
15.1, 15.2 nacroamux TpeGoBaHuil, U CleIyIOMINE JOMOIHUTEIbHbIE BO3ZMOKHOCTH

16.1. Co3nanue crioco0oOB aTak, MOArOTOBKA U IIPOBEJEHUE aTaK C MPUBJICUEHUEM CIIELUATIUCTOB,
UMEIOIINX OIBIT pa3paboTKH U aHau3a cpeacTs D11, BkItoyas crienuanicToB B 00J1aCTH aHaINu3a CUTHAJIOB,
conmpoBOXAarOIIUX QyHKIIMOHUpoBaHue cpeactra I u CO.

16.2. TIlpoBemenue mnabopaTopHbIX HcclefoBaHuid cpeactBa I, wucmonb3yeMoro BHE
KOHTPOJIMPYEMOIi 30HBI, B 00bEME, 3aBHCAIIEM OT Mep, HAIIPaBJICHHBIX HA MPEJOTBPALICHUE U MIPECCUCHHE
HECAaHKI[MOHUPOBAHHBIX JICWCTBUN, pEATW30BaHHBIX B WH(GOPMAIMOHHON CHCTEME, B KOTOPOM
ucnoissyercs cpeactso Jll.

17. CpeactBa Il knacca KB2 mpoTtuBoCTOST arakam, MpU CO3JaHUU CHOCOOOB, MOJITOTOBKE U
IIPOBEICHUH KOTOPBIX UCIIOJIB3YOTCSI BO3MOKHOCTH, ITEpEeYUCIIeHHbIE B 1ToanyHkTax 13.1 - 13.10, 14.1, 14.2,
15.1, 15.2, 16.1, 16.2 nactosauux TpeGoBaHuil, U ClIeqyIOIINE JOMOIHUTEIHHBIE BOZMOKHOCTH:

17.1. Co3nanue cnocoOOB aTak, MOJArOTOBKA U MPOBEJICHHUE aTaK C MPUBICYCHUEM CICIIUAIHICTOB,
UMEIOIINX OMBIT pa3paboTku U aHanu3a cpeacts Jll, BKIoYas crienuaiicToB B 00JIaCTH MCTIONIB30BaHUS
JUISL peajn3aliy atak Bo3MokHOCTe! npukiagHoro [10, He onMcaHHBIX B JOKYMEHTAlMU Ha MPUKJIaJIHOE
I10.

17.2. TlocTanoBka paboOT MO CO3JAaHUIO CIIOCOOOB M CPEJACTB aTak B HAYYHO-HUCCIEIOBATEIBCKUX
HEHTpax, CreuaT3upyIonxcs B o0mactu pa3paboTku u ananuza cpeacts O11 u CO.

17.3. BO3MOXHOCTB pacrojiaraTb HCXOAHBIMU TeKcTaMu BXxojdiiero B CO npuknaanoro I10.

18. CpenctBa OII knmacca KAl mpoTHBOCTOAT arakam, MpU CO3JaHUM CHOCOOOB, MOJTOTOBKE U
IIPOBEICHUH KOTOPBIX UCIIOJIb3YIOTCS BO3MOKHOCTH, ITEPEUMCIICHHbIE B IToAnyHkTax 13.1 - 13.10, 14.1, 14.2,
15.1,15.2,16.1,16.2, 17.1 - 17.3 nHacrosmux TpeboBaHuM, U ClIeAYyIONINE TOTOTHUTEIbHBIE BOZMOKHOCTH:

18.1. Co3ganme cmocoOOB aTak, MOJATOTOBKA U MPOBEICHHE aTaK C MPUBICYCHUEM CICIIHAIICTOB,
UMEIOIINX OMBIT pa3paboTku u aHanmmu3a cpencts D1, BKIrOYasi CIEUANTUCTOB B 00OJACTH UCIIOJIb30BAHUS
JUISL peain3aliy aTak BO3MoxHocTel cuctemMHoro [10, He onucaHHbIX B TIOKYMEeHTauu Ha cuctemuoe 110.

18.2. Bo3MOXHOCTH pacrmoyiaraTb BCEM JIOKyYMEHTallMe Ha anmapaTHble W IPOrpaMMHbBIE
KoMroHeHTHI CO.

18.3. Bo3MO>XHOCTB pacrojiaraTb BCEMHU annapaTHbIMU KOMIIOHEHTaMHU cpenctea Ol u CO.

19. B ciywae peanuzanmu B cpeactBe DIl dynkmum nposepku D11 37eKTpOHHOTO TOKYMEHTA C
UCIIONIb30BaHNEM cepTudukara kiouya npoBepku D1 3Ta peanusanus 10MKHA UCKIIOUYUTH BO3MOXKHOCTD
npoBepku DI anexTpoHHOro oKymMeHTa 06e3 mpoBepku Il B ceprudukare kinrova mposepku D11 unu 6e3
HAJTMYUS TIOJIOKUTENBHOTO pe3ynbTara mpoBepku DI B ceprudukare kimroua nmposepku Il

Wndopmarus 06 H3MEHEHHSX:
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CMm. npedvloyuyro pedaKyuio
20. ITpu paspaborke cpeacts Il AOMKHBI UCHOIB30BAaTHCS KpUNTOrpaduueckue aaropuTMbl,
YTBEPKJICHHBIC B KAYECTBE T'OCYJAPCTBEHHBIX CTAHJIAPTOB WJIM MMEIOIIME MOJOXKHUTEIBHOE 3aKIII0UCHHE
®CB Poccun 1o pe3yabTaTaM HX SKCIEPTHHIX KPUTITOrpaduuecKuX NCCIeT0BAHMI |

'Moamynkr 25 mynkTa 9 Ionoxenns o @enepanbHoii cnyx6e 6ezonacnoctu Poceutickoit @eepanun, yTBEPKICHHOTO
Vxazom Ilpesunenrta Poccuiickoit @emepanmu ot 11 asrycra 2003 1. N 960 (Cobpanme 3akoHOmaTenbcTBa Poccuiickoit
Oeneparun, 2003, N 33, ct. 3254; 2018, N 28, ct. 4198) (nanee - [Tonoxkenue o ®CB Poccun).

21. HmuxenepHo-kpunrorpaduueckas 3amura cpencrBa OIl gomkHA HMCKIIOYUTH COOBITHS,
IPUBOJSAIINE K BO3MOXKHOCTH IPOBEACHUS YCIEIIHBIX aTaK B YCIOBUSX BO3MOXKHBIX HEUCIIPABHOCTEH MU
cboeB ammaparHoro kommoHeHTa cpeactBa Il unu anmapatHoro kommnonenta CBT, Ha koTOopoMm
peann3oBaHo porpammHoe cpenctso OI1.

22. B cpenctBe OIl momkHbI OBITH pealn30BaHbI TOJNBKO 3aJaHHble B T3 Ha pa3paboTKy
(MonepHm3anuio) cpeactsa Il anroputmsl GyHKIHOHUPOBaHUS cpencTBa Dl1.

23. Ilporpammublii KOMIOHEHT cpenctBa OIl (B ciydyae Hanuuus OPOrpaMMHOTO KOMITIOHEHTa
cpenctBa JI1) 1omKeH yIOBIETBOPSTH CICIYIONIUM TPEOOBAHUSIM:

- OODBeKTHBIA (3arpy304HbIl) KOJI MPOrpaMMHOTO KOMIOHEeHTa cpenctBa DIl  momken
COOTBETCTBOBATh €0 UCXOJHOMY TEKCTY;

- B MPOTrpaMMHOM KOMIIOHEHTe cpeacTBa DIl MOMKHBI MCHOIB30BATHCS MPH PeaTu3alii TOJIBKO
OTIMCaHHBIE B JOKYMEHTAIIUH (DYHKIIMH TPOrPAaMMHOM CpeJibl, B KOTOpoil GpyHKIIHOHUpYeT cpeactso Dl

- B HMCXOJHBIX TEKCTaX MPOrpaMMHOr0 KOMIIOHeHTa cpeiactBa Il JOMmKHBI OTCYTCTBOBATh
BO3MO>KHOCTH, TIO3BOJISIOLINE MOIU(DULIMPOBATH WM HCKAXKaTh aroput™ padboTsl cpeactsa Ol B mponecce
€ro HCIOJIb30BaHMs, MOAU(DUIIMPOBATh WM UCKAXKaTh WH()OPMAIIMOHHBIC WA YIPABISIIOIIME MOTOKU U
IPOLIECCHI, CBSI3aHHbIE C (YHKIMOHUpOBaHMEM cpeacTBa Oll, W moaydaTb HapymIUTENsM AOCTYN K
XpaHAILIEHCS B OTKPBHITOM BHUJE KIIOUEBOH, HACHTHU(PHUKAIIMOHHON W (WJIM) ayTeHTU(DUIUPYIOUICH
undopmaruu cpencraa IlI;

- 3HAYEHHUS BXOJHBIX M BHYTPEHHUX IapaMeTpOB, a TaKKe 3HA4YCHHs MapaMeTpOB HACTPOEK
IPOrpaMMHOT0 KOMITIOHEHTa cpesicTBa DI He T0KHBI HETaTUBHO BIUATH Ha €ro (PYHKIMOHUPOBAHHUE.

24. B cnyyae miaHMpoOBaHus pa3MenleHus cpeactB DIl B moMeeHusx, B KOTOPbIX MPUCYTCTBYET
pedeBasl aKycTU4yeckas M BU3yaJlibHas MHQOpMaIMs, CoJepKallas CBEAEHHUS, COCTaBJIAIOIINE
roCcy/apCTBEeHHYIO TalHy, U (unn) ycraHoBieHbl AC U cCUCTeMBI prueMa, niepeadn, o0paboTKH, XpaHSHHs
U oroOpakeHus WH(POpMaIUU, COAEpKalllell CBEIECHHUS, COCTaBJSAIOLINE TOCYAapCTBEHHYIO TaiiHy, AC
MHOCTPAaHHOI'O MPOU3BOJICTBA, BXOAAIIME B cOCTaB cpeAcTB DI, T0MmKHBI OBITH MOJBEPTHYTHI MPOBEPKaM
0 BBISIBJICHUIO YCTPONCTB, MPeJHA3HAYEHHBIX IS HETJIACHOTO MOIY4YeHUs HH(OPMALINH.

B ciydae nnanupoBanus pazmenieHus cpeacts Ol B momeneHusax, B KOTOPbIX OTCYTCTBYET peueBast
aKyCcTMuecKas W BH3yalibHas MHQpOpMalusi, cojaepiKallas CBEACHUS, COCTaBJISIOUINE TOCYAapCTBEHHYIO
TaiiHy, U He yctaHoBieHbl AC M CHCTeMBbI IpueMma, nepefaadu, o0pabOTKH, XpaHEHUS U OTOOpPaKEHHS
uH(pOopMalnK, cofiepxalleil CBeACHUsI, COCTABIISAIONINE TOCYJapCTBEHHYIO TallHYy:

- peweHue o nposeneHnu npoBepok AC HHOCTPaHHOTO IPOM3BOACTBA, BXOAIINX B COCTAB CPEJICTB
OIl kmaccoB KC1, KC2, KC3, KB1 u KB2, npuaumaertcst opranuzaiiieid, 00ecrednBaroIiei IKCIUTyaTaIuio
naHHbIX cpeacts OlI;

- poBepkn AC MHOCTPaHHOIO NPOW3BOJACTBA, BXOASAMMX B cocTaB cpencts OII kmacca KAl,
IPOBOJATCS B 00513aTEIBHOM MOPSIIIKE.

25. Cpencto DIl momxHO MPOBOAUTH ayTeHTU(UKAINIO CYOBEKTOB AOCTYMa (JIUL, MPOIECCOB) K
9TOMY CPEACTBY, IIPU ITOM:

- MU OCYLIECTBJIEHUU AocTyna K cpenctBy Oll ayrentudukamus cyObekTa HoCTyma TOJIKHA
IPOBOJIUTHCA J0 Hayala BBITOJHEHHS IEPBOTO (PYHKIMOHATIBLHOTO MOAYIIs cpeacTsa JI1;

- MEXaHW3Mbl ayTeHTU(HKAIUU JODKHBI OJIOKMPOBATh MOCTYI 3THX CYOBEKTOB K (PYHKITHSIM
cpeactsa Ol npu oTpuniaTeIbHOM pe3ysbTaTe ayTeHTH(PUKALNY.

26. CpenctBo OIl mOMDKHO MPOBOAWTH AyTEHTH(PUKAIMIO JIUI, OCYIIECTBISIOMNUX JIOKATBHBIN
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nocTyt K cpeactry Ol

27. Heo6xonumocTh npoBeaeHus cpenctsoM D11 ayTeHTHUKAIMKU TPOLECCOB, OCYIIECTBISTFOITUX
JOKaJbHBIA WM yHaleHHBIA (ceTeBoil) moctym Kk cpenactBy OlIl, ykaseiBaercss B T3 Ha pa3zpaboTky
(MonepHu3anuio) cpeacraa Jll.

28. Hns moboro Bxomsmero B cpeactBo Ol mMexanuzma ayTeHTH(HUKAIMH JIOJDKEH OBITH
peain30BaH MEXaHU3M OTPaHUYEHUS KOJMYECTBA CIEIYIOMIMUX MOAPS MOMBITOK ayTeHTU(PHUKAIUN OJTHOTO
cyObeKTa J0CTyNa, YHCIO KOTOPHIX He MOJHKHO ObITh Oousbiie 10. IIpu mpeBbIIeHUN Yuciia CIEAYOMHNX
HOJPS/ TOMBITOK ayTeHTU(UKALMKA OJHOTO CYyOBEeKTa JOCTyMa YCTaHOBJICHHOIO MPEAENbHOTO 3HAYCHUS
JOCTymn 3Toro cyobekra Kk cpenctBy OIl momken OnokupoBaThesi Ha 3amaHHbIl B T3 Ha pa3paboTKy
(MoxepHu3anuio) cpenctsa 11 mpomMexyTok BpeMEHH.

29. B cpenctBe DIl momkeH ObITh peaqu30BaH MeXaHU3M (TPOLEAypa) KOHTPOJS LEIOCTHOCTH
cpeactra DIl u CO.

KOHTpOoI1b 11€10CTHOCTH MOKET OCYIIECTBISATHCA:

- B Hauase pabotsl co cpeactBoM DI go nepexoma CBT, B koTopom peanuzoBano cpeactso DI, B
pabouee cocTosiHUE (HapUMep, 0 3arpy3ku oneparuonHoi cucremsl CBT);

- B XOJI€ periaMeHTHBIX MpoBepok cpeacTBa DIl Ha Mecrax sKcmulyatanuu (periaMeHTHBIN
KOHTPOJIb);

- B aBTOMAaTHYECKOM pexXHuMe B mporecce (pyHkuuoHupoBanusi cpenctsa Ol (auHamuueckuit
KOHTPOJIb).

KoHTposb 11e710CTHOCTH JOTHKEH MTPOBOAUTHCS B Hayalie paboThl co cpeactsom DIl

MexaHu3M perjiaMeHTHOTO0 KOHTPOJIS LIEIOCTHOCTH JIOJIKEH BXOAUTH B cocTas cpencts OII.

30. Hmsa cpeactBs DIl kimaccoB KC1 m KC2 HeoOXoaumMocTh TpeabsBICHHUs TpeOOBaHMMA K
YIIPaBJICHUIO JOCTYIIOM M OYHMCTKE MaMSTH, a TAKKe UX COJEp)KaHHE yKa3bIBaroTcs B T3 Ha pa3paboTKy
(MogepHuzanuio) cpencraa Ol

31. B cocrtas cpeacts III kimacco KC3, KB1, KB2 u KA1 ninn C® 10omKkHBI BXOIUTH KOMIIOHEHTHI,
o0ecreunBaroIue:

- YIpaBJIEHHWE JOCTYIIOM CYOBEKTOB K pPa3JIMYHbIM KOMIIOHEHTaM M (WMJIM) LEJNEBbIM (YHKIUSIM
cpenctBa DIl u CP Ha OcHOBE MapaMeTpoB, 3aJJaHHBIX aJIMUHUCTPATOPOM WUJIM MMPOU3BOJUTENIEM CPEJICTBA
OIl (TpeGoBaHMsi K YKa3aHHOMY KOMIIOHEHTY OIPEACNSIOTCS W OOOCHOBBIBAIOTCS OpTraHU3aIueH,
npoBojdAlIel ucciaeaoBanus cpencrtsa Ol ¢ menbio oneHku cooTBeTcTBUs cpeactBa DIl HacTosmmm
TpeboBanusm);

- OYHMCTKY OIEpaTUBHOW M BHEIIHEW NaMATH, UcHosb3yemou cpeactBoM OIl st xpaHeHus
3amuaeMol  MHGOpMalnMM, TpU OCBOOOXAECHHUU (TepepaclpelielieHu) MaMsITH IyTeM 3alucu
MacKupymomei uHpopManuu (CIy4ailHOH WM TICEeBAOCIYYallHON MOCIeq0BaTeIbHOCTH CHMBOJIOB) B
MaMsTh.

32. B cocraB cpeacts OII kmaccoB KB2 u KAl wimn C® 1nomxHBl BXOAUTH KOMIIOHEHTHI,
o0OecrieunBarOIIMe S3KCTPEHHOE CTHpAaHUE 3alluIlaeMoil HWHGOpMaluMu OrpaHUYEHHOTO JOCTYIA.
TpeboBanus K peanu3allid U HAJACKHOCTH CTUpAaHUS 3aAaroTcs B T3 Ha pa3paboTKy (MOJEpHH3AIIHIO)
cpeactsa OII.

33. Hna cpencte OIl kmaccoB KC1 u KC2 HEoOX0aMMOCTh NpeabsSBICHUS TpeOOBaHUM K
perucTpamnuu cOOBITHH 1 UX CO/IepKaHNe YKa3bIBatoTcs B T3 Ha pa3paboTKy (MoaepHU3anuio) cpeactaa JI1.

34. B cocrtas cpeact Il knaccoB KC3, KB1, KB2 u KA1 gomxkeH BXoAUTh MO1yJb, TPOU3BOASIINI
(duKcauioo B SJEKTPOHHOM JKypHaJe peructpamuu coObithii B cpenctBe DIl u CD, cBs3aHHBIX C
BBITIOJTHEHHEM cpeicTBoM DI cBoux 11eneBbIx QyHKIUH.

TpeGoBanusi K yKazaHHOMY MOJYJIO W TIEPEUCHb PETHCTPUPYEMBIX COOBITHM OMPEHCTSIOTCS H
000CHOBBIBAIOTCS OpraHu3aliei, MpoBosIIel uccneaoBanus cpeacTsa Il ¢ 1eNbio OlIeHKH COOTBETCTBUS
cpenctBa D11 nacrosmum TpeGoBaHUAM.

35. XKypHan peructpanuu COOBITHI IOMKEH OBITh JOCTYIEH TOJBKO JIHIAM, OIpPEAeICHHBIM
omepaTopoM HH()OPMAITMOHHON CHCTEMBI, B KOTOPOW UCIIOJIb3yeTcs cpeacTBO D11, uiu ymoJIHOMOYEHHBIMH
uM jmnam. [Ipu 3ToM T0oCTyn K KypHaIly pEerHCTpalluu COOBITUN JOMKEH OCYIIECTBISATHCS TOJIBKO JUIS
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MPOCMOTpa 3amuced U JUIsl MepeMEeNIeHUs COJIEPKUMOTO KypHaJla PErUCTpalid COOBITUI HAa apXHUBHBIC
HOCUTEJIH.

36. Cpok neticTBus kitoua mpoBepku DI He oM KeH MpeBhIaTh Cpok aerictus kiroda D11 6onee
yeM Ha 15 ner.

37. TpeboBaHMs K MEXaHU3MY KOHTPOJISI CPOKa MCTIOJIb30BaHus Kitoda DI, Gnokupyromero padboTy
cpeactBa OIl B cilydae MOMBITKM HCIOJIb30BAHUS KJIHOYa JOJbIIE 3aJaHHOTO CPOKA, OMPEIEINSIOTCS
paspabotunkom cpenctBa DI u 000CHOBBIBAIOTCS OpPTraHU3AIMEH, MPOBOISIICH HCCISIOBAHUS CPEICTBA
OII ¢ nenpto o1eHKH cooTBeTcTBH cpeacTBa D11 HacTosmum TpeboBaHUIM.

38. Kpunrorpadudueckne mpoTOKOIBI, 00ECIIEYNBAIONINE OMEpaIi C KIII0UeBON HHMOpManmen
cpenctpa DI, 1OMKHBI OBITH peaTU30BaHbl HEITOCPEICTBEHHO B cpeacTBe DII.

39. HccnenoBanus cpeacts OlIl ¢ nenbro oueHKH cooTBeTCTBUS cpeacTtB Ol Hacrosimmm
TpebGoBaHusIM JOKHBI TPOBOAMUTHCA C HCMONb30BaHHeM pa3padarbiBaeMbix PCB Poccun uncioBbix
3HAYCHUI MMapaMeTpOB M XapaKTePUCTUK peaau3yeMblXx B cpeacTBax Ol MexaHU3MOB 3allMThl U
annapaTHBIX M IIPOrPaMMHBIX KOMIIOHeHTOB CD !

'Tloanynxkr 47 nynkra 9 Ionoxenns o ®CB Poccun.

IIpuioxenue N 2
K npukazy ®Chb
ot 27 nexadps 2011 r. N 796

TpeboBaHusl K CpeCTBAM Y/I0CTOBEPSIIONIETO IEHTPa

C u3MeHeHHSIMH H JAOIOJITHCHUSAMMU OT:

4 nmexabps 2020 T.
I. O61mue moJ1o:xeHus

1. Hacrosimme TpeGoBanusi pa3paboTaHbl B COOTBETCTBHM ¢ DeiepanbHbIM 3aKOHOM OT 6 ampesns
2011 r. N 63-®3 "O06 snexktponHoil nmoanucu" (nanee - denepaibHbINA 3aK0H).

2. B Hacrosmux TpeGoBaHUAX MCHOIB3YIOTCS CIEAYIOLINE OCHOBHBIE MOHSATHS, ONpE/IEICHHbIE B
cratee 2 denepaybHOrO 3aKOHA:

1) snextponHas mnoanuck (namee - OII) - uHOpManus B 3NEKTPOHHOW ¢dopme, KOTOpas
IPUCOEANHEHA K APYrol HHPOpMAIUH B AJIEKTPOHHOU (hopme (roAnrchiBaeMoi HH(OPMALIUK) WA UHBIM
o0Opa3oM cBs3aHa ¢ Takod HH(oOpManuell W KoTopas HCIOJNb3yeTcs s ONpelesieHUs JIHIa,
MOAMKCHIBAIOIIETO WH(OPMAITHIO;

Wndopmarys 06 M3MEHEHHSX:
Ioonynxkm 2 usmenen c 11 aneapsa 2021 e. - Ilpuxaz @CE Poccuu om 4 oexaops 2020 2. N 555

CMm. npedvioyuyro pedaKyuio

2) ynocroBepsitomuii meHtp (mamee - VYI[) - rmopuauueckoe JHIO, HWHAMUBUAYAJIbHBIN
NpeANPUHUMATENIb  JUOO TOCYAApCTBEHHBIM OpraH WM OpraH MECTHOTO  CaMOYIPaBJICHHS,
ocyIIecTBIsonMe GyHKIIUH 110 CO3AaHUIO U BbIJaue cepTu(dukaToB kitoueit mposepku DI, a Takxke nHbIe
byHKIIMH, TpeaycMOTpeHHbIe DeepaibHBIM 3aKOHOM;

3) cpeancrBa DIl - mmdpoBanbHble (KpUNTOrpadUUecKUe) CPEICTBa, HCIOIb3yeMble s
peanu3anuu X0oTs Obl OTHOU U3 cleayromux GyHkiui - coznanue J11, mposepka O, coznanue kimroua D11
U KiIto4a rnposepku OlI;

4) karou JII - yHUKambHas MOCIEI0BATEILHOCTS CHMBOJIOB, MPeIHA3HAYCHHAS 17151 co3aanust Ol

5) ka4 npoBepku Il - yHUKaNbHAs MOCIEI0BATEILHOCTh CUMBOJIOB, OJIHO3HAYHO CBSI3aHHAS C
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kirouoM OII u nmpenHazHaueHHast Uit mpoBepku noaymHHoctu DI (nanee - nposepka OlII);

6) ceprudukar kiaro4a npoBepku I - 37IeKTPOHHBIN JOKYMEHT WU JOKYMEHT Ha OyMaXXHOM
HocuTene, BelganHble Y1 nmubo noBepenHbM JmioM Y1 u moxarBeprkparoliie MPUHAIEKHOCTh KIIH0OYa
nposepku DI Brangensity ceprudukara kitoua mposepku JlI;

Wndopmarius 06 n3MEHEHUX:
LIloonynkm 7 uzmenen c 11 aneaps 2021 2. - [Ipuxaz @CE Poccuu om 4 oexabps 2020 2. N 555

Cm. npeovloyuyio peoakyuro

7) kBaauuUMpoBaHHbIl cepTudukar Kiaw4ya npoepku Il (manee - KBAIMUIIMPOBAHHBIN
cepTuUKaT) - cepTUUKAT Kiroda npoBepku OlII, cooTBeTcTBYrOIIMN TpeOOBaHMUSAM, YCTAHOBJIEHHBIM
®denepalibHbIM 3aKOHOM U MHBIMU NIPUHUMAEMBIMU B COOTBETCTBUU C HUM HOPMATHUBHBIMU IPAaBOBBIMU
aKTaMM, CO3JaHHBIM akkpenuToBaHHBIM Y[ 1100 denepanbHbIM OpraHOM HCIOJHUTENIBHONW BIIACTH,
YIIOJIHOMOYEHHBIM B cepe ucnonp3oBanus Ol (manmee - ynmoiaHOMOYEHHBIH (hefepalbHBIA OpraH), H
SBJISIFOIIMIACS B CBSI3U C ATUM O(UIIUAIBHBIM JIOKYMEHTOM;

8) Buaagesnen ceprudukara kiaw4ya nposepku Il - M0, KOTOPOMY B YCTaHOBJIECHHOM
denepanbHbIM 3aKOHOM MOPSAKE BbIIaH cepTH(UKAT Kito4a npoBepku OI1;

Undopmaris 06 n3MEHEHHSX:
Hoonynkm 9 uzmenen c 11 aneaps 2021 2. - [Ipuxaz @CE Poccuu om 4 dexabps 2020 2. N 555

CMm. npedvloyuyro pedaKyuio
9) akkpeauranus Y1 - npuznanue coorBercTBus Y1l TpeboBanusam denepallbHOro 3aKOHA;
10) cpeacrBa YII - anmapaTtHbie U (WJIK) TPOrpaMMHBIE CPEJICTBA, UCTIOIB3YEMBIE /IS peaTu3aluu
ynkmit VII;

Undopmarust 06 n3MEHEHUX:
Iloonynxkm 11 usmenen c 11 ausaps 2021 a. - Ilpuxaz @CE Poccuu om 4 oexaops 2020 2. N 555

CMm. npedvloywyro pedaKyuio
11) y4acTHUKH 3J1€eKTPOHHOI0 B3aMMO/IEHCTBHA - OCYLIECTBIISIOIINE OOMEH HMH(popmanuen B
JJIEKTPOHHOU (hopMe ToCylapCTBEHHBbIE OpraHbl, OpPraHbl MECTHOTO CaMOYMpAaBJIECHHUs, OpPraHU3alHH,
VHAWBHUAYaJIbHbIE IPEATNPUHUMATEIH, a TAKXKE IPaX/IaHe;

Wndopmarys 06 M3MEHEHHSAX:

Ilynkm 2 0oonoanen noonyukmom 12 ¢ 11 sameaps 2021 e. - Ilpuxaz @CE Poccuu om 4 dexabps 2020 2. N
555
12) MeTKa 10BepeHHOr0 BpeMeHHU - JOCTOBEepHAast MHGOPMAIIHS B JIEKTPOHHON (opMme O JaTe u
BPEMEHM TOJIUCAHMS DJIEKTPOHHOTO JOKYMEHTa AJIEKTPOHHON MOANMCHIO, CO3/1aBaeMas U IpoBepsieMast
JIOBEpEHHOM TpeThelt cropoHol, Y1 nnu onepaTopom MHGOPMAITMOHHOMN CUCTEMBI U TOJIYYEHHASI B MOMEHT
MOJIMUCAHUS DJIEKTPOHHOIO JOKYMEHTa J3JIEKTPOHHOM MOJAINUCHIO B YCTAHOBJIEHHOM YIIOJIHOMOYEHHBIM
denepanbHbBIM OpraHOM MOPSAJIKE C HCIOJIB30BAaHUEM IPOrPaMMHBIX W (WJIM) amnmapaTHBIX CPEICTB,
IPOIIEAIINX MTPOLENYPY MOATBEPKICHNUS COOTBETCTBUS TPEOOBAHUSAM, YCTAHOBIEHHBIM B COOTBETCTBUU C
deiepanbHBIM 3aKOHOM |

' B cootserctBum ¢ vacteio 1.1 craten 3 denepanbHoro 3akona ot 27 mexabps 2019 r. N 476-®3 "O BHecenun
n3Mmenennii B DenepanpHbiii 3akoH "OO anekTpoHHOW moamucu" um crtatbio 1 DenepampbHOoro 3akona "O 3amuTe MpaB
FOPUINYECKUX JIAIl ¥ WHIAMBUAYAIbHBIX MPEIIPUHUMATENICH MMPH OCYIIECCTBICHUHA TOCYAapCTBEHHOIO KOHTPOJIS (Haa3opa) U
MyHuUnagpbHoro koutpois” (Cobpanue 3akoHoHaTenbeTBa Poccuiickoit @enepanun, 2019, N 52 (4. ) cr. 7794; 2020, N 26,
cT. 3997) TpeboBaHus K Ciry0Oe METOK I0BEpEHHOT0 BpeMeHH npuMeHstorcs ¢ 1 siaBapst 2021 r.

3. Hactosmue TpeboBaHus yCTaHABIMBAIOT CTPYKTYPY U COZIepKaHue TpeOoBaHUM K cpeacTBam Y11,
4. Hacrosiue TpeOGoBaHus mpeaHa3HaueHBbI IS 3aKa3YUKOB U pa3padOTUUKOB pa3padaThIBaeMbIX
(MonmepHU3MpyeMbIX) cpenctB YL mpm ux B3aUMOACHCTBHM MeEXAy CO0O0H, ¢ OpraHu3alHsIMH,
MPOBOSIIIUMU KPUNTOTpadhUIeCcKUue, WHKEHEPHO-KPUNTOTPAQUIECKIE U CHEIHAlbHBIE HCCICIOBAHUS
cpeacts YII, ®Cb Poccuu, ocymiecTBIIsIIONIEH MOATBEPKICHUE COOTBETCTBUS cpeactB Y1 Hacrosmmm
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TpeboBanusIM.

5. Hacrosmmue TpeOGoBaHus pacmpocTpaHArOTCs Ha cpencrtBa Y1, mpemHasHadyeHHbIE JIS
UCIIOJIB30BaHUs Ha Teppuropuu Poccuiickon denepanuu.

6. K cpencteam VIl B wactTu ux pa3pabOTKH, NPOU3BOJACTBA, pealu3allid U SKCIUTyaTalluu
NpPEIbABISIOTCS TpeOoBaHUs, 3aKperyieHHble [lonoxkennemM o pa3paboTKe, MPOU3BOACTBE, PEeATH3ALNUU U
SKCIUTyaTaluy mu@poBabHbIX (KpunTorpaduyeckux) cpeAcTB 3amuTsl nHbGopmaruu (Ilomoxenne [TK3-
2005), yrBepskaennbM npukazom OCB Poccun ot 9 despans 2005 1. N 66 ' (¢ usmenenusvu, BHECEHHBIMH
npukazom ®CB Poccuu ot 12 anpens 2010 r. N 173 2, juist mmudpoBanbHbIX (KpUNTOrpadhuuecKnx) cpeicTB
samuTel wHpopmanuu (manee - CK3UM) ¢ orpaHwueHHBIM JOCTYIIOM, HE COJEp)KaIleH CBEICHUH,
COCTaBJISIOLIUX FOCYIapCTBEHHYIO TalHY.

! 3apeructpuposan Muntoctom Poccru 3 mapra 2005 T., peructpannonnsii N 6382,
2 3apeructpuposar Munioctom Poccru 25 mast 2010 1., peructpamuonssii N 17350.

I1. TpeboBanus k cpeacrBam Y1

7. CpencrBa Y1 T0JDKHBI TPOTUBOCTOSATH Yrpo3aM, TPEICTABISIIOIIMM CO00# IeleHanpaBIcHHbIC
NEHCTBUSL C HWCHOJNB30BAaHUMEM amMMapaTHBIX M (WIKM) MPOTPAMMHBIX CPEACTB C IENbI0 HapyIICHUS
WHXXEHEPHO-TEXHUYECKON M KpunTorpaduyeckon Oe3zomacHocTu cpeAcTB Y1 wim ¢ uenpio co3naHus
YCIIOBUH JJIsl 3TOTO (J1ajiee - aTaka).

8. B 3aBHcHMOCTH OT CIIOCOOHOCTEH MPOTHUBOCTOSITH aTakam cpencrtBa Y1l moxapasmensroTcst Ha
KIIacChI °.

3 Heobxomumblil Kimacc paspabarhiBaeMbIX (MOJEPHH3UPYEMBIX) cpeacts Y1  ompemensercs 3aka3dukom

(paspaboturkom) cpenctB YL myrem ompeseieHuss BO3MOXKHOCTEH OCYIIECTBIISATh CO3[aHUE CIOCOOOB aTak, MOATOTOBKY H
NpPOBEJICHUE aTak Ha OCHOBE MyHKTOB 9-14 wHacTosimux TpeOOBaHMI M yKa3bIBAeTCS B TAKTUKO-TEXHHYECKOM 3aJIaHUU WIIH
TEXHUYECKOM 3aJJaHUK Ha MPOBEACHHE ONBITHO-KOHCTPYKTOPCKOH pabOThl MM COCTABHOM YacTH OIBITHO-KOHCTPYKTOPCKOM
paboThI 1Mo paspadbotke (MoaepHusaiun) cpeacts Y1 (nanee - T3 Ha pa3paboTky (MoaepHu3aiuio) cpeacts Y1I).

9. CpenctBa YII kmacca KC1 mpoTHBOCTOST aTakaM, MPU CO3JAaHUHM CHOCOOOB, MOATOTOBKE U
MIPOBEICHUH KOTOPBIX UCIIOIB3YIOTCS CIAEAYIOIINE BO3MOKHOCTHU

9.1. I[loaroToBkKa M MpPOBEACHUE aTaK U3BHE MPOCTPAHCTBA, B MPEAEIaX KOTOPOTO OCYIIECTBISAETCA
KOHTPOJIb 32 IPeObIBAHUEM U JEHCTBUSAMMU JIMIL U (WJIM) TPAHCIIOPTHBIX CPEACTB (Jjajiee - KOHTPOJIUpyeMast
30HA).

9.2. TloaroroBka M TMpOBEJEHHE aTak Oe€3 WCIOJIb30BAHUS JOCTyNa K (QYHKIMOHAIbHBIM
BO3MOYKHOCTSIM ITPOTpaMMHO-aNMNapaTHBIX CPEACTB B3auMoaencTus ¢ YLI.

9.3. CamocTosITETFHOE OCYIIECTBICHUE CO3/IaHUsI CITOCOOOB aTakK, MOJATOTOBKY M TIPOBEICHUS aTaK
Ha CIEAYIONUE OOBEKTHI:

- IOKyMEHTalHMIO Ha cpencta YII;

- 3aIIMIIAEMbIE JIEKTPOHHbBIE JOKYMEHTBHI;

- KJTFOYEBYIO, ayTEHTH(PUITUPYIONIYIO U MapOJIbHYI0 HHPOPMAIIHIO;

- cpeactBa Y1, ux nporpaMMHbI€ U annapaTHble KOMIIOHEHTHI;

- TaHHBIE, TIepe/laBaeMbIe 110 KaHaJlaM CBSI3U;

- IOMEIICHMsI, B KOTOPBIX HaXOJIATCS ammaparHblie cpeacTna (aanee - AC), Ha KOTOPBIX peaTn30BaHbl
cpenctBa Y1, a Takke npyrue 3amuniaeMble pecypchl HHPOPMAITMOHHON CHCTEMBI.

9.4. Buecenne Ha JTamax pa3pabOTKH, MPOM3BOJACTBA, XPAaHEHHUS, TPAHCIIOPTUPOBKU W BBOJA B
3KCIuTyatanuio cpeacts Y1I:

- HETaTUBHBIX ()YHKIIMOHAJIHHBIX BO3MOXHOCTEH B cpeacTBa Y1, B TOM 4uClie ¢ UCIOIB30BaHUEM
BPEJOHOCHBIX IPOIPaMM;

- HECAHKLIMOHUPOBAHHBIX U3MEHEHUH B JJOKYMEHTALIUIO Ha cpeacTsa Y11,
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9.5. Ilonyuenue cnenyromei HHPOPMALTUH:

- 00mux cBeaeHW 00 WH(POPMAIMOHHOW cHUCTEMe, B KOTOPOW HCIONB3YIOTCA cpenctBa Y[
(Ha3Ha4YeHue, cOCTaB, 00BEKTHI, B KOTOPHIX Pa3MEUICHbI pecypchl HH(POPMAIIMOHHON CUCTEMBI);

- cBeZieHH 00 MH(POPMAITMOHHBIX TEXHOJIOTUAX, 0a3ax naHHBIX, AC, mporpaMMHOM OOeCIeYeHUU
(manee - I10), ucnons3yemMbix B ”HGOPMAITMOHHOMN CHCTEME COBMECTHO cO cpenactBamu Y1I;

- CBeJIeHUH 0 (PM3MUYECKUX Mepax 3alluThl 00bEKTOB, B KOTOPBIX pa3MelleHbl cpeacTra Y1,

- CBEJICHHI 0 Mepax 1Mo 00eCIeUeHHIO 3aLIUThl KOHTPOJIUPYEMOii 30HBI 00BEKTOB MHPOPMALMOHHOM
CHUCTEMBI, B KOTOPOM MCIIOJIB3YIOTCS cpeacTra Y1I;

- CBE/ICHUH O Mepax M0 pa3rpaHUyYEHUIO JOCTYIA B IOMEILEHUS, B KOTOPBIX Pa3MEILEHbI CPEICTBA
YIL;

- COJIEpKaHUA HaXOAAIIeHcs B CBOOOJHOM JIOCTYIE TEXHUYECKON TOKyMEHTaluu Ha cpeacTsa Y1

- CBEJICHHMI O 3amluinaeMoi nH(popMaluy, UCIoJIb3yeMOor B IIpoliecce dKCIuTyaTauu cpeacts Y1
(Bumpl 3amuimaeMor uHpopManMu: Ciay)keOHas HWHPOpMalus, HapojbHAas € AayTCHTHQHUIHMPYIOLIas
uHpopMalusa, KoHbuUrypauuoHHas uUHpopMmanus, yhpasiugoomas wuHpopmanus, uHDOpManus B
AJIEKTPOHHBIX KYpPHaJaX PErucTpanuu; oOLIMe CBEACHMS O COAEPKAHUM KaXJO0ro BUAA 3alIUIAeMOU
uH(pOpMaIIMK; XapaKTePUCTUKH 0€30MaCHOCTH JJISl KaXKI0T0 BUAA 3alluiiaeMoi HHGOpMaIim);

- BCEX BO3MOJKHBIX JIaHHBIX, IIEpEaBacMbIX B OTKPBITOM BHJIE IO KaHAJIaM CBSI3U, HE 3aILUIICHHBIM
OT HecaHKUMOHHpoBaHHOro noctyma (mamee - HCJl) x mHboOpManuu opraHu3alMOHHO-TEXHHUYECKUMU
MepaMu;

- CBEJICHU O JIMHUSAX CBS3H, 10 KOTOPBIM MIEPEAAETCS 3alIMIIAeMast C UCII0JIb30BaHUEM cpecTB Y L]
UHPOpMALIHS;

- cBezleHUi 000 BceX MPOSIBISIFOIIMXCS B KaHalaX CcBsi3u, He 3amuieHHbix oT HCJl x undopmanun
OpraHU3al[MOHHO-TEXHUUYECKUMU MEPaMHU, HapyIICHUSIX IPaBUJI IKCIUTyaTauuu cpeacts Y1i;

- cBeJIeHUH 000 BcexX MPOSIBIIAIOUIMXCS B KaHaJaX CBA3M, He 3amuiieHHbx oT HCJl k uapopmanuu
OpraHU3al[MOHHO-TEXHUYECKMMH MEpaMH, HEMCIIPABHOCTAX U c00sx cpeacts YLII;

- CBEJICHUH, MOJIy4yaeMbIX B pe3ysbTaTe aHajau3a JIOOBIX JOCTYIMHBIX JUISl MepexBaTa CUTHAIOB OT
anmapaTHbIX KOMIIOHEHTOB cpencts YII.

9.6. Mcnonb3oBaHue:

- HaxXOJAIIUXCS B CBOOOJIHOM JIOCTYyIE€ WM 3a TpeaenamMu KoHTpoiupyemoi 30Hbl AC u I10O,
BKJIIOUYAsl IPOrPaMMHBIE U annapaTHble KOMIIOHEHTHI cpeAcTB Y1II;

- crienuanbHO paspadoranHbix AC u I10.

9.7. Ucnonp3oBaHWe B KaydecTBE KaHaloB aTak He 3amuiieHHblx or HCJl x uHpopmanuu
OpraHU3aI[MOHHO-TEXHUYECKMMHU MEpaMH KaHAJIOB CBA3M (KaKk BHE KOHTPOJIMPYEMOMl 30HBI, TaK U B €€
npezenax), o KOTOpbIM nepenaercs nHpopmanus, oopadbareiBaeMas cpeacTsamu Y 1.

10. CpenctBa YII xmacca KC2 mpoTHBOCTOST aTakam, MPU CO3JaHUU CITOCOOOB, MOATOTOBKE H
IIPOBEJEHUH KOTOPBIX UCIOJB3YIOTCS CIEAYIOINE BO3MOKHOCTH:

10.1. Bo3MO>XXHOCTH, IepeurcieHHble B noanyHkTax 9.3 - 9.7 nacrosmux TpeboBaHui.

10.2. IToaroroBka 1 NpoBEACHNUE aTaK U3 KOHTPOIUPYEMOH 30HBI.

10.3. TlogroToBka u npoBeieHue aTak 6e3 ucnosb3oBanus nocryna k AC, Ha KOTOPBIX peaTu30BaHbI
cpeacrsa Y1I.

10.4. Vicnonb3oBaHWe MITaTHBIX CPEACTB MH(OPMAIMOHHON CHCTEMBI, B KOTOPOH HCIOJIB3YIOTCS
cpeacra Y1I.

11. CpenctBa YII xmacca KC3 mpoTHBOCTOST aTakam, MpU CO3JaHUU CITOCOOOB, MOATOTOBKE H
IIPOBEJEHUH KOTOPBIX UCIOJIB3YIOTCS CIENYIOIINE BO3MOKHOCTH:

11.1. Bo3amoxkHocTH, niepeunciennsie B noanynkrax 10.1, 10.4 nactosmux TpeboBaHuii.

11.2. IlogroroBka U NpOBEACHUE aTaK M3-3a MPEAEIOB KOHTPOIMPYEMOM 30HBI C UCIIOJIB30BAHUEM
JnocTyna K (yHKIIMOHATbHBIM BO3MOXHOCTSIM IMPOTrpaMMHO-aNNapaTHIX CpeCcTB B3auMoaeictus ¢ Y1 Ha
OCHOBE JIETaJILHOTO 00J1a1aHus ayTeHTU (UM pYromel nHpopMalren 1100 NOAr0TOBKA U IPOBEICHHUE aTaK
13 KOHTPOJIMPYEMOM 30HBI C HCIIOJIb30BaHUEM JocTyna Kk AC, Ha KOTOPBIX peaqn30BaHbl KOMIOHEHTHI Y11,
C MpaBaMU JIUIIA, HE SBJSIOIIErOCS WICHOM IPYNIbl (PU3MUECKUX JIML, YIOJIHOMOYEHHBIX MPOU3BOIUTH
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WHCTAIUIAINIO, KOHQUTYpPHpPOBAaHUE M OIKCIUTyaTanuio cpencts Y1, kondurypupoBanue npoduis u
napaMeTpoB KypHala ayauTa (GYHKIUU CHCTEMHOrO aJMHHHCTpATOpa), apXUBUPOBAHUE, PE3EPBHOE
KONUPOBAaHWE W BOCCTaHOBIEHUE UWHPoOpManuu Tmocie cOoeB (pyHKmMHM omeparopa), CO3JAaHHE H
aHHYyJIMpoBaHUE cepTU(UKATOB Kitode mnpoBepku DIl (PpyHKuMM agMUHHCTpaTOopa CcepTU(UKALNN),
OPOCMOTP M MOJJACPKKY XKypHaia aynuta (QyHKOHH agMUHHCTpaTopa ayawTa) (maisee - rpymnmna
aaMuHUCTpaTOopoB cpenctB Y1) Hu ogHOro M3 KOMIOHEHTORB Y11,

11.3. O6maganue AC VYL B oObeme, 3aBHCALIEM OT pPEaTM30BAHHBIX MEp, HANpaBICHHBIX Ha
IPEeOTBpAICHHUE U ITPeceYeHe HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

12. CpencrBa Y1 xnacca KB1 mpoTuBOCTOST arakam, MpU CO3JaHUU CIHOCOOOB, MOJATOTOBKE U
MPOBEJCHIH KOTOPHIX UCHOJIB3YIOTCS CIIEIYIOIINE BO3MOXHOCTH:

12.1. Bo3aMoxxHOCTH, ntepeunciaeHnble B noanyukrax 11.1 - 11.3 nacrosumx TpeboBaHMil.

12.2. OcymiecTBieHue CO3aHUSI CIIOCOOOB U MOJATOTOBKM aTak C MPUBICUYEHUEM CIICLHUAINCTOB,
UMEIOIUX ONbIT pazpadorku u ananmm3za CK3U VI (Bkimtoyas cienuaincToB B 00JaCTH aHATN3a CUTHAIOB
JMHEHHOH mepeaaun U CUTHAIOB MOOOYHBIX ANIEKTPOMArHUTHBIX u3nydeHuii u HaBook CK3U VYII).

12.3. IlpoBeagenme mnabopaTOpHBIX HucchegoBaHuM cpencts YL, wucmonb3yeMbiXx  BHE
KOHTPOJIMPYEMOI1 30HbI B 00BEME, 3aBUCAIIEM OT PEATU30BaHHBIX MEP, HAIIPABJICHHBIX HA MPEIOTBpAIllEHUE
Y IIPECEUYECHHUE HECAHKIIMOHUPOBAHHBIX ACHCTBUM.

13. CpenctBa YII knacca KB2 mpoTuBOCTOST aTakam, IMpU CO3JaHUU CITIOCOOOB, MOATOTOBKE H
IIPOBEJCHUH KOTOPHIX UCIOJB3YIOTCS CIEAYIOIINE BOZMOKHOCTH:

13.1. Bo3aMoXHOCTH, TIepeUHCIICHHBIE B 1ToAnyHKTax 12.1-12.3 Hactosmux TpeboBaHuii.

13.2. OcyuiecTBieHrE CO3AaHUsI CIIOCOOOB U MOATOTOBKH aTak C MPUBJIEYEHUEM CIIELUAINCTOB B
00JacTH WCMONB30BaHUS AJI peah3allli aTak HEeACKIapUPOBAHHBIX BO3MOXKHOCTEH NPUKIIATHOTO H
cucremHoro [10.

13.3. TlocTtanoBka paboOT MO CO3JaHHUIO CIIOCOOOB M CPEJACTB aTak B HAYyYHO-MCCIIEIOBATEIbCKUX
LEHTpax, ClieUuaIU3UpyOLIXcs B 001acT pa3paboTKu U aHanu3a cpeacts Y11

13.4. Obnaganue UCXOAHBIMU TekcTamu TpukiagHoro [10, mpumMeHseMoro B MHGMOPMALIMOHHON
cucTeMe, B KOTOpOM UCTONIb3YIOTCs cpenctBa Y1, u Haxonsmelicss B CBOOOHOM JOCTYIE JOKYMEHTAIUEH.

Wndopmarys 06 H3MEHEHHSAX:

Tpebosanusi donoanenvl noonyukmom 13.5 ¢ 11 aueaps 2021 e. - Ilpukaz @CE Poccuu om 4 oexabps
2020 2. N 555

13.5. Pa3paboTka u peanuzaiusi ¢ UCIOJIB30BAHUEM allllapaTHBIX M MPOTPaMMHBIX CPEJCTB aTak,
HaIlpaBJIEHHBIX Ha BBISIBJIICHUE U UCIIOJIb30BaHue uMeromuxcs yszsumocreit AC Y11,

14. CpenctBa YII kmacca KA1 mpoTUBOCTOST aTakam, MpU CO3JIaHUU CIIOCOOOB, MOATOTOBKE U
MPOBECHUH KOTOPBIX UCIIONB3YIOTCS CIAEAYIOIINE BO3MOKHOCTHU

14.1. Bo3M0>XHOCTH, IepednciaeHnble B noanyukTax 13.1 - 13.4 nactosumx TpeGoBaHMil.

14.2. OcymecTBieHHe CO3JaHMsl CIOCOOOB M TMOATOTOBKM aTaKk C TPUBJICUYCHUEM HAy4dHO-
MCCIIEI0BATEIbCKUX IIEHTPOB, CIICUATTU3UPYIONTUXCS B 00actu pazpaborku u aHanm3a CK3U u B o6mactu
WCIIOJIb30BAHUS JIs pealn3allii aTak HEJIEKJIapUPOBAHHBIX BO3MOKHOCTEH MPHUKIATHOTO U CUCTEMHOIO
I10.

14.3. Obnamganue Bcell TOKyMEHTaIlMEH Ha anmapaTHbIE U POTPaMMHbBIE KOMIIOHEHTHI cpeacTB Y1I.

14.4. O6naganue BCeMU armapaTHBIMU KOMITOHEHTaMu cpenctB Y1,

15. CpeacrBa VYII J0mKHBI 3KCIUIyaTUPOBATbCS B COOTBETCTBUU C IKCILIyaTallMOHHOU
JoKymeHTanuenn Ha cpeacrtea YI[. Kowmmiekc oOpraHuM3allMOHHO-TEXHUYECKMX MEPONPHUATUH IO
obecrnieueHn0 6e30macHoro (PyHKIMOHUPOBaHUS cpencTB Y1l momkeH ObITh yKa3aH B KCIUTyaTaIllHOHHOM
JIOKYMEHTaluu Ha cpencrsa Y.

16. Knacc cpencts D11, ncnonbzyemsix B cpeacTtBax Y1, momkeH ObITh He HUKE COOTBETCTBYIOIIETO
kimacca cpeactB YII[. Kmacc cpeacte OIl, ucmonssyembix B cpenctBax YII, momkeH ObITh yKa3zaH B
JKCILTyaTallMOHHOW JOKyMEHTaluu Ha cpencraa Y1I.

Kinacc CK3U, ucnonb3yembix B cpenctBax Y1, mommkeH ObITh HE HUXKE COOTBETCTBYIOIIETO Kilacca
cpeacts YII. Kmacc CK3U, ucnons3dyemsix B cpenactBax YLI, momkeH OBITh yKa3zaH B AKCIUTyaTallHOHHON
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JIOKYMEHTaluu Ha cpencrsa YL,

17. Kaxxnoe tpeboBanue, mpenbsBisieMoe K cpeacrBam YL moboro kmacca kpome KA1, mu6o
npenbsBIsSeTcs: K cpeactBam Y1 crmemyromero kimacca 0e3 M3MeHEHUH (B ATOM ClIy4ae OHO B TIEpEUHE
TpeboBaHuil k cpeacTBaM Y1 crieayroiero kiacca He YKa3bIBaeTcs), TMO0 yxkecTodaercs (B 3TOM ciiyyae B
nepeyHe TpeboBaHMi K cpeacTBaM Y1l ciemyromiero kiacca IpUBOIUTCS yKECTOUCHHAs (POPMYIHPOBKA).
TpeboBanus k cpenctBam Y1 cienyromiero kjiacca MOTyT COAEpKaTh JOMOJHUTENbHbIE TPeOOBaHUS, HE
BXOZsIIMe B TpeOOBaHuUs K cpeacTBaM YL mpeapiayiero kiacca.

18. TpebdoBanus k 110 cpencts Y1I:

18.1. TpeboBanus mis cpeactB Y1 kimacca KCl1:

- I1O cpenctB Y1l He 10KHO coAepkKaTh CPEICTB, NO3BOJIAIOMIUX MOAU(PHUIIMPOBATH UITH UCKAXKATh
ITOPUTM PabOThI IporpaMMHBIX cpeacTB 1 AC YII.

18.2. TpeboBanus misa cpenactB Y1 kmacca KC2:

- npukinannoe [1O cpenctB VI n CK3U, ucnonszyemsix B YII, 10J5KHO KCIIOIB30BATH TOJBKO
JTOKyMeHTUpoBaHHbIe PpyHKmu cuctemHoro [10.

18.3. Tpebosanus mst cpencts Y1 knacca KC3:

- cuctemnoe u mpukiagHoe [10 cpeacts YII nomkHo obecrieunBaTh pasrpaHUYEHHE JOCTYIA
CUCTEMHOI0 aJMMHHUCTpaTtopa cpelactB Y1, agmunucrpatopa ceptudukauuu cpeacrs YL u iun,
o0ecreunBaeMbIX ~ CHUCTEMHBIM  aJMHUHHUCTpatopoM  cpeactB YL  waentudunupyromein  u
ayreHTH(UIMpYyromeld HHPOpMaLuell U HE SBISIOMUXCSA aIMUHUCTPATOPOM cepTu(uKanuu cpencts Y1
(manee - monp3oBaTenu cpeactB Y1), k undopmanuu, oopadaTeiBaeMoii cpeacramu Y1, Ha ocHOBaHUM
IIPaBWJI Pa3TpaHUYEHHUS JOCTYIA, 3aJaHHBIX CHCTEMHBIM aJMUHUCTPAaTOpOM cpencTB Y1I;

- cuctemHoe u npukiagHoe 1O cpeacts YI[ momxkHO COOTBETCTBOBATh 4 YPOBHIO KOHTPOIIS
OTCYTCTBUSI HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEN;

- cucremHoe n npuknagHoe [1O cpencts VI He NOMKHO comepkKaTb M3BECTHBIX YS3BUMOCTEH,
OITyOJIMKOBAHHBIX B OOLIEIOCTYITHBIX UCTOYHHUKAX;

- B cocTaB cucteMHoro u (wim) npuknagHoro I1O cpencts YII nomkeH BXOAWTH MEXaHU3M,
o0OecrieunBaroIUi OYUCTKY ONEPaTUBHON U BHEIIHEW MaMsATH, UCTIOIb3yEeMOH JIsl XpaHEHUs] HHPOpMaluu
OTrPaHUUYEHHOIO TOCTYIIA.

18.4. TpeboBanus mnsa cpeacte Y1 kmacca KB1 coBmagator ¢ TpeGoBanusimu miisi cpeacts Y1I
kiacca KC3.

18.5. Tpebosanus mis cpeacts Y1 kimacca KB2:

- MCXOJHBIE TEKCTHI cucTeMHOro u mnpuknagsHoro 110 cpencts VI noymkHBI NPOWTH NMPOBEPKY
pean3aiyy B HUIX METOJI0B U CIIOCOOO0B 3aIIUThI HH(POPMALIMK, TPOTUBOCTOSIINX aTaKaMm, JJis HOATOTOBKU
U IIPOBEIEHUS KOTOPBIX MCIIONB3YIOTCS BO3MOXKHOCTH, IIEPEUMCIIEHHbIE B IyHKTax 9-13 Hacrosmmx
TpeboBanui;

- MCXOJHBIE TEKCThl CUCTEMHOI0 U NpuKiIagHoro I1O nomkHsl NpOWTH NMPOBEPKY HA OTCYTCTBUE
HEIEKJIapUPOBAHHBIX BO3MOKHOCTEH;

- cucreMHoe U npukiagHoe [1O 10mKHO OBITh YCTOHYMBO K KOMIBIOTEPHBIM aTakaM M3 BHEIIHUX
ceTen.

18.6. TpebGoBanus ans cpenctB Y1 kimacca KAL:

- UCXOJHBIC TEKCTHI cUcCTeMHOro u npukianHoro [10 cpencts Y1 nomkHbI mpoiTi GhopMaTbHYIO
BepU(DUKALMIO peaTu3aliy B HUX METOJIOB U CIIOCOOOB 3alIUThl MH(POPMAIIUH, TPOTUBOCTOSIIUX aTaKkaM,
JUISL TIOATOTOBKH U MIPOBEJEHUSI KOTOPBIX HCIOJIb3YIOTCS BO3MOXKHOCTH, MEPEUNCIICHHbIE B TTyHKTax 9-14
HacTosmux TpedoBaHuil, a TaK)Ke OTCYTCTBHSI B HUX HE/IEKJIapUPOBAHHBIX BO3MOXKXHOCTEH.

19. TpeboBanus k AC YLI:

19.1. B cnydae muianupoBanus pasmemieHns AC YI[ B moMenieHusx, B KOTOPbIX NMPUCYTCTBYET
pedeBasl aKycTUuyeckas M Bu3yalbHasg MH(OpMaIMs, COJEeprKallas CBEAEHHUS, COCTaBJIAIOIINE
rOCy/IapCTBEHHYIO TaiHy, U (WIM) YCTAHOBJIEHBl TEXHUYECKUE CPEJCTBA M CUCTEMBI IIpHEMA, IEpEAayH,
00paboTKH, XpaHEHHS W OTOOpaXeHWs WHQPOPMAIMK, COJAEpXKAIICH CBEICHUS, COCTaBIISIONINE
rOCY/IapCTBEHHYIO TalHy, TEXHMUYECKHE CPEACTBA MHOCTPAHHOIO IPOU3BOJCTBA, BXOJIAILIME B COCTAB
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cpenctB Y1, moKHBI OBITH MOABEPTHYTHI IPOBEPKAM I10 BBISBICHUIO YCTPONCTB, MPEIHA3HAUYCHHBIX IS
HETJIACHOTO TMOJTy4eHHs HH(OPMAIINH, & TAKXKE HCCIICIOBAHUSIM Ha COOTBETCTBUE TPEOOBAHUSIM I10 3aIUTE
OT yTeYKHU UH(OpMAIIMHK 110 KaHAJIaM MTOOOYHBIX JIEKTPOMATHUTHBIX U3ITy4E€HUH U HABOJIOK B COOTBETCTBHH
C KaTeropHuel BBIJICIIEHHOTO TIOMEIICHUSI.

19.2. TpeboBanus mis cpeactB Y1 kimacca KCl1:

- TIPOBOJUTCS TPOBEPKa COOTBETCTBHS pean3anuy 1meieBbix (QyHkuud YI[ Ha ocHOBe cHuCTeMbI
tectoB AC VII.

Wndopmarus 06 H3MEHEHHSX:
Hloonynxm 19.3 usmenen c 11 sneaps 2021 e. - Ilpuxaz @CH Poccuu om 4 oexabps 2020 2. N 555

CMm. npedvloyuyro pedaKyuio
19.3. Tpeboranus mis cpeactB YL kmaccoB KC2, KC3 u KB1 coBmagaror ¢ TpeGoBaHUAMH IS
cpencts Y1 knacca KC1.

Wuopmarus 06 H3MEHEHHSX:
Hloonynxm 19.4 usmenen c 11 sneaps 2021 e. - Ilpuxaz @CB Poccuu om 4 oexabps 2020 2. N 555

CMm. npedvloywyro pedaKyuio

19.4. TpeboBanus misa cpeact Y1 kmacca KB2:

- B cpenctBax Y1l nomkeH ObITh peain30BaH MEXaHW3M KOHTPOJISA BXOASIIMX MH(POPMALMOHHBIX
MOTOKOB B LEJISIX BBISIBICHUS HAJIUYUS JAHHBIX, aKTUBUPYIOLIUX HEJEKIapUpOBaHHbIE BO3MOXKHOCTU AC;

- B coctaBe cpeactB YI[ s BbimonHeHus ¢(yHkuui ynpaiaeHus kimoyamu Ol 1oiKHBI
ucnonb3oBatecs oraenbHbie CK3M Ha 0asze BwlAeneHHbIX anmapaTHbIX matdopm. Janusie CK3U ne
JIOJKHBI 3KCILTYaTHPOBATHCSI COBMECTHO C IPYTMM IPOIPaMMHBIM 00ecliedeHreM, He BXOIAIINM B COCTaB
CK3WU, B onHoOI cpene GyHKIIMOHUPOBAHHUS.

Wndopmarys 06 H3MEHEHHSAX:

Tpebosanus dononnenvr noonyukmom 19.5 ¢ 11 aunsaps 2021 2. - Ilpuxas @CE Poccuu om 4 dexabps
2020 2. N 555

19.5. Tpebosanus mais cpeactB Y1 kmacca KA1:

- TMPOBEACHUE CHEIUAIbHOW MPOBEPKUM TEXHUUYECKUX CPEACTB MHOCTPAHHOI'O IPOU3BOJCTBA,
Bxomsamux B coctaB AC VII, B memsiX BBIABICHHS YCTPOWCTB, MpEIHA3HAYCHHBIX I HETJIACHOTO
nosyueHus: "HhopMaIuy;

- MPOBEJEHNE WCCIEAOBAHUS HAIMUYUS HEICKIApUPOBAHHBIX BO3MOKHOCTEH AC, BHECEHHBIX Ha
JTane pa3padOTKU U U3TOTOBJICHUS DJIIEKTPOHHONH KOMIIOHEHTHOM 0asbl, a Takke Ha dTamax pa3padoTKH U
MIPOU3BOJACTBA CPEJCTB BHIUMCIUTEILHON TEXHUKHU HA €€ OCHOBE;

- mpoBeieHre nonHoM Bepudukanuu AC (COBMECTHO ¢ aHalmu30M nporpammHoro koaa BIOS), na
KOTOPBIX pean3yroTcs cpenctBa Y1, ¢ nenbro HCKITIOUEeHS HEEKIapUPOBAHHBIX BO3MOKHOCTEM.

20. TpeboBaHus K pOJIEBOMY pa3rpaHUUCHHUIO:

20.1. JInmst ob6ecnieuenust BeimoaHenus Gyukiuii Y1 cpencra Y1 10mKHBI MTOAACPKUBATH POJTICBOE
pasrpaHU4eHHe YJICHOB IPYNIIbl aIMUHUCTPATOPOB cpeacTB Y1I.

20.2. TpeboBanus mist cpenctB Y1 kmacca KC1:

- TOJIKHBI OBITH ONPEAETICHBI CITUCOK POJIeH U pactpeeieHne 00s3aHHOCTEN MKy POJISIMU;

- CHHCOK pojied M pacrpeaeneHue oOA3aHHOCTEH MeXIy pOJsMHU JOJDKHBI OBbITH yKa3aHbl B
AKCIUTyaTalMOHHOW JTOKYMEHTaluu Ha cpencra Y L.

20.3. TpeboBanus ansa cpeactB Y1 kmacca KC2 coBmagator ¢ TpeboBanusMu mjis cpeAcTB Y[
kiacca KC1.

Wudopmanust 00 U3MEHEHUIX:
THoonynxkm 20.4 uzmenen c 11 aneaps 2021 e. - [Ipuxaz @CH Poccuu om 4 dexabps 2020 2. N 555

CMm. npedvloywyro pedaKyuio
20.4. TpeboBanus mist cpenctB Y1 kmacca KC3:
- cpenctBa Y1 MOMDKHBI TOAIEPIKUBATE CIIEIYIOIINE 00s3aTelIbHbBIE POJIH:
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1) cucTeMHOro aAMHUHUCTPATOPa C OCHOBHBIMH OOS3aHHOCTSIMH MHCTAUIALUH, KOH(pUTypanuu u
noJIepKkH  (pyHKIMOHMpoBaHus cpeActB YII, co3maHus U mopzepKKu mNpoQuieil 4wieHOB TIPYyIMIIbI
aJIMUHUCTPATOPOB cpeacTB Y1, KoHpurypanuu npoduiis U napaMeTpoB KypHalla ayanuTa;

2) agMUHHMCTpaTopa cepTU(UKALUU ¢ OCHOBHBIMU OOS3aHHOCTSIMM: CO3/IaHUE U AHHYJIUPOBAHUE
ceptuduKaToB Kiroueit nmposepku OI1;

- BcpeactBax Y1l 1omkeH ObITh peaan30BaH MEXaHU3M, UCKITFOYAIOIIUN BO3MOKHOCTh aBTOPU3ALUU
OJIHOTO YJIEHA U3 IPYIIbl aAMUHUCTPATOPOB cpeAcTB Y 1] aJis BBIOIHEHUS pa3Iu4HbIX POJIEH;

- JIoJDKHA OBITh MCKJIIOUYEHA BO3MOXHOCTb XMIIEHMS KJIHOUYEBOM MHPOpPMALKMU UYIEHOM TIPYIIIbI
aJIMMHHUCTPATOPOB;

- kommpoBanue KiroueBo umHpopmanuu CK3UW nomkHO OBITH peayiM30BaHO B 3aIUIIICHHOM
(3ammdpoBaHHOM) BUJIE.

20.5. TpeboBanus mis cpenactB Y1 kmacca KB1:

- cpeactBa YL momxHbl obecrieunBaTh HaJIMYME O00S3aTENbHON POJM ONEpaTopa ¢ OCHOBHBIMU
0053aHHOCTSIMU I10 PE3€PBHOMY KOIHPOBAHUIO U BOCCTAHOBJICHHUIO.

20.6. TpeboBanust st cpencte Y1 kmacca KB2 coBnmamator ¢ TpeboBaHUsSIME Ui cpeacTB Y 1]
kiacca KB1.

20.7. TpeboBanus mis cpenctB Y1 kimacca KA1:

- cpexactBa Y1l momkHBl oOecnieunBaTh HaJMuMe 00s3aTENbHOM PONIM agMUHHUCTpATOpa ayauTra ¢
OCHOBHBIMH 00SI3aHHOCTSIMHU: ITPOCMOTP U MOJIEPIKKA JKypHaja ayauTa;

- CHUCTEMHBIM aJMHHHUCTPATOp HE JIOJDKEH HMEThb BO3MOXKHOCTH BHOCHTh M3MEHEHHs B KypHal
ayauTa.

21. TpeGoBaHus K 11e10CTHOCTH cpenctB Y1I:

21.1. CpenctBa Y1l 10JKHBI COAEpKaTh MEXaHU3M KOHTPOJIS HECAHKIIMOHUPOBAHHOTO CIIY4aifHOTO
U (MIM) IpeJHAMEPEHHOI0 MCKAXKEHMs (M3MEHEeHMs, MoIuUKaK) U (WIM) pa3pylieHus WHGOpMaIHH,
nporpaMMHbIx cpeactB U AC Y1 (nanee - MexaHU3M KOHTPOJISI LIEJOCTHOCTH).

Wndopmarys 06 W3MEHEHHSAX:
Hoonynxm 21.2 usmenen c 11 aunsaps 2021 2. - [Ipuxaz @CH Poccuu om 4 dexabpsa 2020 2. N 555

CMm. npedvloyuyro pedaKyuio

21.2. Tpebosanus ans cpeacts Y1 knacca KC1:

- TpeOOBaHUsI K MEXaHU3MY KOHTPOJIS 1IEJIOCTHOCTH JOJDKHBI ObITh yKazaHbl B T3 Ha pa3paboTKy
(MogepHu3anuo) cpencts Y1I;

- JIOJDKEH OBITh OINpeAeNieH MepHoj, KOHTPOJIS LEJIOCTHOCTH MporpaMMHbIX cpeacts U AC VI[ u
yKa3aH B SKCIUTyaTallAOHHOW TOKYMEHTaluu Ha cpeacTsa Y1I;

- KOHTPOJIb 1EJTOCTHOCTH MPOTPAMMHBIX CpelicTB Y1 MOMmKEeH BBIMOMHATHCS MPH KaXKIOM CTapTe
(GYHKIIMOHUPOBAHUS YKa3aHHBIX CPEICTB, a KOHTpolb 1enocTHocTH AC VI - mpu kaxmoi nepe3arpyske
onepanroHHoi cuctemsl (nanee - OC);

- IOJDKHBI UMEThCS CPEACTBA BOCCTAHOBIICHHMS 1I€JIOCTHOCTH cpelcTB Y1

- BEPOSTHOCTH OIMUOKHM KOHTPOJIS IIEJIOCTHOCTH HE JIOJDKHA MPEBHIIATh AHAIOTHYHON BEPOSITHOCTH
Jutst ucnosibzyembix CK3U.

21.3. TpeboBanus s cpeactB Y1 kmacca KC2 coBmagaior ¢ TpeGoBaHUsIMHU i1 cpeacTtB Y1
kiacca KC1.

21.4. Tpe6osanus s cpeacts Y1 kmacca KC3:

- KOHTPOJIb LIEJIOCTHOCTH JIOJKEH BBITIOJIHATHCS HE PEKe OJTHOTO pa3a B CYTKH.

21.5. TpeboBanus mis cpenactB Y1 kmacca KB1:

- KOHTPOJIb LIEJIOCTHOCTH JIOJKEH BBIMONHATHCS 10 3arpy3ku OC cpencts Y1,

Wndopmarus 06 H3MEHEHHSX:
Iloonynkm 21.6 usmenen c 11 ausaps 2021 . - Ilpuxaz @CH Poccuu om 4 oexaops 2020 2. N 555

Cm. npedvloyuyro pedakyuio
21.6. TpeboBanus mis cpenactB Y1 kmacca KB2:
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- KOHTPOJIb IIETIOCTHOCTH JI0JKEH OCYIIECTBIATHCS IMHAMHYECKU IPU (PYHKITMOHUPOBAHHUU CPENICTB

VIL.

Wndopmarius 06 M3MEHEHUSX:
Iloonynkm 21.7 uzmenen c 11 sneaps 2021 e. - Ilpuxaz @CH Poccuu om 4 dexabpsa 2020 2. N 555

Cm. npeovloyuyio peoakyuro

21.7. TpeboBanus s cpenctB Y1 kimacca KAl coBnamaror ¢ TpeboBaHusMU AJisi cpeAacTB Y 1]
kiacca KB2.

22. TpeGoBaHuUs K YIPABICHHUIO TOCTYIIOM:

22.1. CpenctBa Y1l nomkHbI 00€cieunBaTh yIpaBieHHUE JOCTYIIOM.

22.2. Tpebosanus s cpeacts Y1 kimacca KC1:

- IOJKHBI OBITH OMpEIeIeHbl TPEOOBaHNUs K YIIPABICHHUIO TOCTYIIOM U yKa3aHbl B T3 Ha pa3paboTky
(MonepHu3anuio) cpeacts YLI.

22.3. TpeboBanus misa cpeactB Y1 kmacca KC2 coBmagaror ¢ TpeGoBaHMsIMHU i cpeactB Y1
kiacca KC1.

22.4. TpeboBanus mist cpenctB Y1 kimacca KC3:

- B Y1I nomken obecrieunBaThCs TUCKPEIIUOHHBIN MPUHITUI KOHTPOJIS JIOCTYIIA.

22.5. TpeboBanus miusa cpeactB Y1 kimacca KB1 coBmamator ¢ TpebGoBanusmu miis cpeactB Y1
kiacca KC3.

22.6. TpeboBanus mis cpenactB Y1 kmacca KB2:

JIOJKHO OBITH 00ECHIeueH0 CO3/1aHNE 3aMKHYTOI paboueii cpeanl | cpects VI,

! Tporpammuas cpena, KOTopas IOIYCKAEeT CYIIECTBOBAHME B HEHM TONBKO (UKCHMPOBAHHOTO Habopa CyOBEKTOB
(mporpamm, mpoIeccoB).

22.7. TpeboBanus ans cpenctB Y1 kimacca KATL:

- B Y11 nomxken oOecrieunBaThCsl MAHJATHBIA IPUHLIUIT KOHTPOJISL IOCTYIIA;

- Juia BBoAa kiova DIl agmuHMcTpaTopa cepTudukanuu TpedyeTrcs He MeHee JBYX JOBEPEHHBIX
JIMLL .

2 .HI/ILIa, ABJAOMIUECA YWICHAMU I'PYIIIBI A AMUHUCTPATOPOB CPEACTB YH 1 3aBCIOMO HC ABJIAIOIHNCCA HAPYIIUTCIIAMU.

23. TpeboBaHus K HASHTU(PHUKALUU U ayTeHTU(DUKAIIH:

23.1. UnenTudukanus 1 ayTeHTU(UKALMS BKIIOYAIOT B ce0s pacliO3HABaHUE MOJIb30BATENsI CPE/ICTB
V11, wiena rpynmnsl aAMAHUCTPATOPOB cpeACTB Y L mim nmpouecca u mpoBEepKy UX MOJIMHHOCTH. MexaHnu3m
ayTeHTU(UKALNU JIOJDKEH OJIOKMPOBATh JOCTYN 3TUX CYyOBEeKTOB K (GyHKuusaM YL mpu oTpunateabHOM
pe3yabTaTe ayTeHTU(UKAIIIH.

23.2. B cpeactBax VI ans mo60i peaqn3oBaHHOW MpoLEAypbl ayTeHTH()HUKAUU TODKEH OBITh
NPUMEHEH MEXaHH3M OTPAaHUYEHUS] KOJIMYECTBA CIAEAYIOIIUX MOIPS] MOMBITOK ayTeHTHU(PUKALUU OJITHOTO
CcyObeKTa JOCTYIa, YUCIO KOTOPBIX HE TOJHKHO ObITh OoJbie Tpex. [Ipu mpeBblmieHNH Yyucia Cleayomux
HOJPS/ TOMBITOK ayTeHTU(UKALUKA OJHOTO CYOBEKTa JAOCTYNa YCTAaHOBJIEHHOTO IMpPENeIbHOr0 3HAYEHUS
JIOCTYTI ATOTO CyOBEKTa AOCTyNa K cpeacTBaM Y1 nomkeH ObITh 3a0J0KMPOBAaH Ha IPOMEXKYTOK BPEMEHH,
KOTOPBIN yKa3biBaeTcs B T3 Ha pa3paboTKy (MoaepHu3auio) cpeacts Y1,

23.3. Tpebosanus ans cpeacts Y1 knacca KC1:

- ONHMCaHWe TPOLETYpPhl PETUCTPAIMH TMOJb30BaTenel cpencts Y1 (BHeceHUs TaHHBIX B peecTp
noJib3oBarenei cpeactB Y1) JomKHO copepKaThes B OKCILTyaTallMOHHON TOKyMEHTaIlMu Ha cpenctBa Y1

- JUIL BCeX JIMI, OCYHIECTBISIIOIIMX JOCTyn K cpeactBam Y1, nomkHa mDpoBOAUTHCS
ayreHTU(uKanus. [Ipu 3TOM omycKaeTcs OrpaHUYUTHCS UCIOIB30BAHUEM JUIS ayTeHTH(PHUKALUU TOJIBKO
CUMBOJIBHOTO MEPUOAUYECKH H3MEHSIOLIEroCs Mapojis M3 HE MEHee YeM 8 CHUMBOJIOB IPU MOIIHOCTH
anaButa He MeHee 36 cuMBOIIOB. [lepron u3MeHeHus naposisi He JOJKEH ObITh OoJble 6 MecsIeB.

Wndopmarus 06 H3MEHEHHSX:
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Hloonynxm 23.4 usmenen c 11 sneaps 2021 e. - Ilpuxaz @CB Poccuu om 4 dexabpsa 2020 2. N 555

CMm. npedvloyuyro pedaKyuio

23.4. TpeboBanus mist cpenctB Y1 kimacca KC2:

- HEOOXOMMOCTh MPEABIBIICHUS MOIb30BaTeNeM cpeicTB Y1 mpu ero perucrpamnuu JOKyMEHTOB,
YIOCTOBEPSIONIUX JTUYHOCTb, JOJKHA OBITh OTPa)KeHA B HKCILIYyaTAallMOHHOM JOKYMEHTAllMHU Ha CPEICTBa
YII;

- JUIs BCEX MOJb30Baresield cpencts Y1 momyckaercs MCHOJIB30BaHWE MEXAHM3MOB YIAJICHHOU
ayrentuukanuu. CrenuaibHble XapaKTEPUCTUKA MEXaHU3MOB YJAICHHON ayTCHTH()HUKAIUU JTOJDKHBI
OBbITh TOATBEPXKACHBI B paMKaxX MPOBEACHUS TMPOBEPKU COOTBETCTBUA cpeAcTB YI[ u oObekToB
nH($OpMaTH3AINHY, UCTIOIB3YIOIINUX JaHHbBIE CPEICTBA, HACTOSAINM TpeboBaHUsIM;

- TIpU OCYIIECTBJICHUH JIOKAJILHOTO JO0CTyNa K cpeacTBaM Y1l ayreHTuduKaius 4ieHOB IpyMIIbl
aJIMUHUCTPATOPOB cpeAcTB Y1 1oimkHa BBIOIHATHCS 10 TIepexo/ia B paboyee COCTOSIHUE 3TUX CpeacTB Y1
(mampumep, 10 3arpy3ku 6azosoit OC) 1 ¢ MprUMEHEHHEM MeXaHu3Ma MHOro(akTOpHOM ayTeHTUpUuKaIm,
MCIIOJIB3YIOMIETO armapaTHbIe UICHTU(PUKATOPHI.

23.5. TpeboBanus mist cpenctB Y1 kimacca KC3:

- B cpeacrBax VY1 nomxeH ObITh peanu3oBaH MEXaHM3M ayTeHTU(UKAIMK JIOKAJIbHBIX
M0JIb30BAaTENEH, UMEIOIIMX JOCTYI K cpeacTBaM Y1, HO He BXOJAIIMX B COCTAB IPYIIIbI aIMUHUCTPATOPOB
cpencts YI1I.

23.6. TpeboBanus mis cpenactB Y1 kmacca KB1:

- TIPU OCYIIECTBJIICHUH YIAJICHHOTO OCTYIA K cpeacTBaM Y L nucmoap30BaHue TOIBKO CUMBOJIBHOTO
napoisi He JOIMYCKaeTcs, JOJDKHBI HCIIONb30BATbCS MEXaHU3Mbl ayTEeHTHU(HKAIMM Ha OCHOBE
KpUNTOTpahpUIecKHX MPOTOKOJIOB.

23.7. TpeboBanus miusa cpeactB Y1 kmacca KB2 coBmagaror ¢ TpeGoBaHusiMu aiis cpeacts Y1
xiacca KB1.

23.8. TpeboBanus ans cpenctB Y1 kimacca KATL:

- B cpeactBax Y1l nns moboro peaan3oBaHHOIO MeXaHM3Ma ayTeHTHU(UKALWU JODKHA OBITh
peann3oBaHa BO3MOXXHOCTb YCTAaHOBKHM MPEJEIbHO JOIMYCTUMOTO KOJUYECTBA CIECAYIOUIUX MOAPSN
MOMBITOK ayTEeHTHU(UKAIIMK OJHOTO CyOBEKTa JOCTyNa U yYCTAHOBKHM BPEMEHH OJOKHMPOBKH JIOCTYIa K
cpeactBam Y1 Ha MecTax MX SKCIUTyaTallu.

24. TpeOoBaHHUsI K 3aIIUTE JAHHBIX, TOCTYNAIOMUX (IKCTIOpTUPYEMBIX) B (u3) Y1I:

24.1. CpenctBa Y1 nomxHbl obecrieynBaTh JOBEPEHHBIN BBOJ| CAMOIIOAMKMCAHHOTO cepTUduKaTa
KJroya nposepku JI1.

24.2. Tpebosanus ans cpeacts Y1 knacca KC1:

- cpenctBa YI[ momknbl obecreunBaTh TEpenady JIaHHBIX, COJEpXKAIUX HWH(OpMaIUio
OTPaHHYEHHOTO JIOCTyNa, nmocTynatmux B Y1 u skcoprupyembix u3z Y1, cnocoboM, 3alUIIeHHBIM OT
HCJL;

- B cpenctBax Y[ momkHa OBITH peamu3oBaHa MPOIENypa 3alIUTHl OT HABSI3BIBAHHS JIOKHBIX
CooOmeHui |;

- TpeOOBaHUS K MPOIEype 3alUThl OT HABS3bIBAHUS JIOXKHBIX COOOIIEHUH yKa3biBaloTcs B T3 Ha
pa3paboTKy (MoaepHU3anuo) cpeacts YLI.

! HaBsi3bIBaHKE JIOKHOTO COOOIIEHUS TIPEACTABIAET COOOM AeiiCTBUE, BOCIPUHIMAEMOE YYACTHUKAMY JIEKTPOHHOTO
B3aMMOJICHCTBHS WK cpeacTBamMu Y1 kak mepeaada HCTHHHOTO COO0IIEHUs criocobom, 3amumieHabpM ot HCI.

Wudopmanust 00 U3MEHEHUIX:
Ioonynxkm 24.3 uzmenen c 11 aneaps 2021 e. - [Ipuxaz @CH Poccuu om 4 dexabps 2020 2. N 555

CMm. npedvloywyro pedaKyuio
24.3. Tpebosanus ans cpeacts Y1 kmacca KC2:
- cpeactBa Y11 nomkHbl oOecrieunBaTh 3allUTy IEPBOHAYAIBLHOTO 3alpOca Ha CEPTHU(PUKAT KIr04a
nposepku OlI;
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- cpeactBa Y1l 1OmKHBI NpUHUMATh KPUTHYHYIO Ui QyHKIMoHupoBanus Y1l mHpopmanmio,
TOJIBKO €clIi OHa nojnucana JlI;

- B cpeactBax YII momkeH OBITh peaqu30BaH MEXaHW3M 3alIUTHI OT HaBS3BIBAHUS JIOKHBIX
COOOIllEHUH Ha OCHOBE HCIOJIb30BaHUA cpenctB Oll, MOTyyuBIIMX NOITBEPKIECHUE COOTBETCTBUSA
TpeboBaHusAM K cpeacTBaM DI, kimacc KOTOPBIX COOTBETCTBYET Kilaccy cpeacts Y1I;

- B cpenctBax Y1 momkeH ObITh peaii30BaH MEXAaHU3M 3alllUThI JaHHBIX [IPH Iepeade ux Mex1y
¢u3uveckn pa3aeIeHHBIME KOMIIOHEHTaMH Ha ocHoBe ucronb3oBanus CK3U, kimacc KOTOPHIX HE HUXKE
Kiacca cpeact YII.

Wndopmarius 06 H3MEHEHUX:

Hloonynkm 24.4 uzmenen c 11 sineaps 2021 e. - Ilpuxaz @CH Poccuu om 4 dexabpsa 2020 2. N 555

Cm. npeovloyugyio peoakyuro
24.4. Tpeoosanus mis cpencts Y1 kimaccos KC3, KB1, KB2 u KA1 coBmnanator ¢ TpeboBaHUSIMU
s cpenctB Y1 kimacca KC2.
24.5. Yrparuna cuny ¢ 11 suBapst 2021 r. - [Ipuxa3z @Cb Poccun ot 4 nexadps 2020 r. N 555

Wuopmarus 06 H3MEHEHHSIX:

Cm. npedvloyuyro pedaKyuio
24.6. YTpartun cuny ¢ 11 saBaps 2021 r. - [Tpuka3z ®Cb Poccun ot 4 nexadbps 2020 r. N 555

Undopmaris 06 n3MEHEHUAX:

CMm. npedvloywyro pedaKyuio
25. TpeOoBaHUs K PErHCTPALUN COOBITHIA:
25.1. bazoBas OC cpencts Y1l nomkHa mojaepKuBaTh BEICHHE >KypHalla ayJuTa CHUCTEMHBIX
COOBITHH.

Wndhopmarrust 06 n3MEHEHUSX:
Hoonynxm 25.2 usmenen c 11 aunsaps 2021 2. - [Ipuxaz @CH Poccuu om 4 dexabpsa 2020 2. N 555

CMm. npedvloywyro pedaKyuio

25.2. TpeboBanus mist cpenctB Y1 kmacca KC1:

- B cpenctBax Y1 nomkeH ObITh peain30BaH MEXaHU3M, IPOU3BOISALINNA BHIOOPOUHYIO PETUCTPALIUIO
cOOBITHI B XypHaJle ayJInTa, CBSI3aHHBIX C BbloJHEHUEM Y1l cBoux QpyHKUMIA;

- CIIUCOK PETUCTPUPYEMBIX COOBITHH JOIKEH COAEPKATHCS B HKCIUTYaTalMOHHON TOKyMEHTAllUU Ha
cpeacrtra Y1I;

- CIIMCOK PErHCTPUPYEMBIX COOBITHIH JIOJKEH BKIIOUATh (aKThl (OMBITKY) U3MEHEHUSI CHCTEMHOTO
BpeMeHH cpeacts Y1l

25.3. Tpebosanus st cpencts Y1 kmacca KC2 coBnanaror ¢ TpeboBaHUSMH Ui cpeAcTB Y[
knacca KCI.

Wndopmarys 06 M3MEHEHHSAX:
Ioonynxkm 25.4 usmenen c 11 amsaps 2021 e. - Ilpuxaz @CB Poccuu om 4 dexabpsa 2020 2. N 555

CMm. npedvioyuyro pedakyuio

25.4. Tpebosanus ans cpeacts Y1 knacca KC3:

- IOJKHBI OBITh IPUHSITHI MEPHI 0OHAPYKEHUS HECAaHKIIMOHUPOBAHHBIX U3MEHEHUI JKypHaJia ayIUTa.

25.5. Tpebosanust st cpencts Y1 kmacca KB1 coBnanator ¢ TpeGoBanusMH i cpeacTB Y 1]
knacca KC3.

25.6. TpeboBanus ans cpenctB Y1 kimacca KB2:

- IOJKHBI OBITH IPUHATHI MEPHI OOHAPYKEHUSI HECAHKIIMOHUPOBAHHBIX M3MEHEHHUH KayK10M 3amucu
B )KypHaJIe ayIuTa.

25.7. TpeboBanus ms cpeactB Y1 kmacca KA1:

- )KypHaJI ayauTa JOJDKEH OBITh JOCTYNEH TOJBKO aJMHHUCTPATOPY ayAWuTa, KOTOPBIA MOXKET
OCYILIECTBIIAT TOJBKO €ro MPOCMOTP, KOIMMPOBAHUE U MOIHYIO OYUCTKY. [locae 0o4nCTKN nepBOi 3aluChIO
B J)KypHaJIe ay/JITa JOJDKEH aBTOMATUYECKU PETUCTPUPOBATHCS (PAKT OYMCTKU C YKa3aHUEM JaThl, BDEMEHU
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¥ MH(OPMAIMH O JIUIIE, TPOU3BOUBILEM OIEPALIHIO.

26. TpeboBaHMsI O HAJEKHOCTH M YCTOMUMBOCTH (DYHKIIMOHMpPOBaHUsI cpeAcTB YII:

26.1. Homwxubel OBITb oOmpenesneHsl TpeOOBaHMA IO HAJSKHOCTH U YCTOHYHMBOCTH
dbyakuuonupoBanus cpeact Y1 u ykazansl B T3 Ha pazpaboTky (MoaepHH3aiuio) cpeacts Y1,

26.2. TpeboBanus s cpenctB Y1 kimacca KC1:

- TPOBOIUTCS pacyeT BepoATHOCTH cOoeB u HewcnpaBHocterd AC VI, npuBomamux K
HEBBIMOTHCHHUIO Y1 cBOMX (hyHKITUIA.

26.3. TpeboBanus mist cpenctB Y1 kimacca KC2:

- IOJDKHO OCYILECTBIIATHCS TECTUPOBAHNE YCTOWYMBOCTH (DYHKIIMOHHPOBaHUA cpeacTB Y1I.

26.4. TpeboBanus mist cpenctB Y1 kmacca KC3:

- IOJDKHBI OBITh OIpeIeICHBl TPeOOBaHMS IO BpEeMEHU BOCCTaHOBJICHHsI cpeAcTB Y1 mocne cbos u
ykazansl B T3 Ha pa3paboTky (MoaepHu3aiuio) cpeacts Y1;

- MEpbl U CPEJCTBA MOBBIILIEHUS HAJEKHOCTH U YCTOMUMBOCTH (PYHKIMOHMPOBaHUS cpeacTB Y L]
JIOJIKHBI COJIEPKaTh MEXaHU3Mbl KBOTUPOBaHUs pecypcoB cpeactB YII.

26.5. TpeboBanus mis cpenctB Y1 kmacca KB1:

- BepoATHOCTh cOoeB u HeucrnpaBHocTed AC VI, mpuBoasmmx k HeBbimolHeHUIO YI[ cBomx
(GyHKIWH, B TeYEHUE CYTOK HE JOJDKHA MPEBBINIATH aHAJIOTHYHOW BEPOSTHOCTH 15 crionb3yeMbix CK3U.

26.6. Tpebosanus s cpeactB Y1 kimaccoB KB2 u KA1 coBnagaroT ¢ TpeOOBaHUAMU /IS CPEJICTB
VII knacca KBI.

27. TpeboBaHuUs K KIIt0OUEBOW MH(POpMAIIUH:

27.1. Tlopsnok co3/aHusi, UCIOJIB30BAHUSA, XPAaHEHUS M YHUUYTOXXEHHUS KIIIOUEBOH MH(popMauuu
OTIpe/IeNIIeTCS B COOTBETCTBUU C TPeOOBAaHUSAMU SKCILTyaTallMOHHOW JTOKyMeHTauuu Ha cpenctBa Ol u
unbie CK3U, ucnons3yemsie cpeacteamu Y1I.

27.2. Cpok pneiictus kimouda OII cpenctBa OII, mcnonb3dyemoro cpexncrtsamu YII, nomxen
COOTBETCTBOBaTh TPEOOBAHUSAM, YCTAHOBIIEHHBIM K cpeacTBaM OII.

Wndopmarys 06 W3MEHEHHSAX:
Hloonynxm 27.3 usmenen ¢ 11 sneaps 2021 e. - Ilpuxaz @CB Poccuu om 4 oexabps 2020 2. N 555

CMm. npedvloyuyro pedaKyuio

27.3. TpeboBanus ans cpeacts Y1 knacca KC1:

- HE JOMYCKaeTcsi KONUpPOBaHHWE HH(GOpPMAalMU KIIOYEBBIX JOKYMEHTOB (KpUITOTrpaduuecKux
KJIro4el, B ToM umnciie kmoueil O11) Ha Hocutenu (Hanpumep, KEeCTKUM TUCK), He SBJISIOIINECS KIIIOYEBBIMU
HOCUTENSIMH, 0€3 ee MpeBapUTeIbHOro MmudpPoBaHUs (KOTOPOE JOIKHO OCYILIECTBISTHCS BCTPOECHHOM
¢ynkuueit ucnonszyemoro CK3M). KommpoBanue KIIOYEBBIX JOKYMEHTOB JOJKHO OCYILIECTBIATHCA
TOJIbKO B COOTBETCTBHH C SKCIUTYaTallMOHHOM JTOKyMeHTalnuen Ha ucnonszyemoe CK3U;

- xmoun Oll, mcnosnp3yemsle A moanucu ceptuukaToB Kiroued mposepku Ol m crnuckoB
YHHUKQJIbHBIX HOMEPOB cepTH(UKATOB Kitoued mpoepku OIl, neilcTBHe KOTOPHIX Ha OIpeeTIeHHbIN
MOMEHT OblIO mpekpamieHo Y1l no mcTeueHHs cpoka MX AECUCTBUS (Jajiee - CHHCOK aHHYJIMPOBAaHHBIX
ceprudukaToB), a Takxke kmoun Oll, wcmonb3lyemble ISl MOANMCH METOK JOBEPEHHOTO BPEMEHU HE
JIOJIKHBI UCTIOIb30BAThCS HU JUISl KAKUX MHBIX LENEH;

- CPOKM JIeHCTBUS BCEX KIIOUEH JOJKHBI ObITh YKa3aHbl B SKCILTyaTallMOHHOW JOKYMEHTAllUHU Ha
cpeacra Y1I.

27.4. TpeboBanus ans cpeacts Y1 kmaccoB KC2 u KC3 coBnagator ¢ TpeOOBaHUSAMU AJIsl CPENICTB
V11 knacca KCI1.

27.5. TpeboBanus mis cpenactB Y1 kmacca KB1:

- JOJDKHBI OBITH MPHUHATHI OPraHU3AIMOHHO-TEXHUYECKHE MEphl, MCKIIOYAIOIUe BO3MOXKHOCTh
KoMIipomeTaruu kiroda I, ncrnonp3yemMoro 11t OANMUCH CEpTUPUKATOB Kirroder mpoepku D11 u criuckos
AHHYJIMPOBAHHBIX CEPTH(PHUKATOB, TPU KOMIIPOMETALIMH KIIFOYEeBOI HHPOPMALIUHU, JOCTYITHON OJTHOMY JIMILY.

Wndopmarus 06 H3MEHEHHSX:

Iloonynkm 27.6 usmenen c 11 ausaps 2021 2. - Ilpuxaz @CH Poccuu om 4 oexaops 2020 2. N 555
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CMm. npedvloyuyro pedaKyuio

27.6. TpeboBanus mist cpenactB Y1 kmacca KB2:

- ximroun OIl, ucmonb3yemble uis moAmucu ceprudukaroB kimodeld mposepku OlI, crnmckoB
AQHHYJIMPOBAaHHBIX CEPTU(UKATOB U METOK JOBEPEHHOI'O BPEMEHH, JIOJIKHBI T'€HEpUPOBAThCS, XPAaHUThCH,
UCIIOJIb30BaThCS M YHUUTOXKAThes B cpenctae Ol

- JOJKHBI OBITh IPHUHATHI OPraHU3ALMOHHO-TEXHUYECKHUE MEpbl, MCKIIOYAIOIIUE BO3MOKHOCTh
KoMIpoMeTanuu kiroda D11, ncrnoap3yeMoro JUist HOAMKUCH CePTUPHUKATOB Kitouer mpoBepku D11 u crinckoB
aHHYJIMPOBAaHHBIX CEPTU(DUKATOB, IIPU KOMIIPOMETALIMH KJIFOUEBOM MH(DOPMAIMK, JOCTYITHON IBYM JIMLIaM.

27.7. TpeboBanus mis cpenactB Y1 kimacca KA1:

- JOJKHBI OBITh IPHUHATHl OPraHU3ALMOHHO-TEXHUYECKHUE MEpbl, MCKIIOYAIONIIUE BO3MOKHOCTh
KoMIpoMeTanuu kitova D11, ncrnoap3yeMoro JUist HOAMKUCH CepTUPHUKATOB Kitouel mpoBepku D11 u crinckoB
aHHYJIMPOBAaHHBIX CEPTU(UKATOB, IPU KOMIIPOMETALIUU KIF0U€BOI HH(OpMALMU, JOCTYIIHON TpeM JIHLaM.

28. TpebGoBaHUsI K pe3epPBHOMY KOIMHMPOBAHUIO M BOCCTAHOBJIEHUIO PAaOOTOCIIOCOOHOCTH CPENICTB
VI

28.1. CpencrBa VYI| 1omKHBI peanu30BBIBATH (PYHKIUU PE3ECPBHOTO KOMHMPOBAHUS U
BOCCTaHOBJIEHHUs Ha citydail moBpexaenus AC u (nwim) uadopmaruu, oopadarsiBaeMoii cpeactamu Y1I. B
XOJIe  pPE3epPBHOTO  KONMUPOBAaHHA  JIOJDKHA  OBITh  HMCKIIOYEHA  BO3MOXKHOCTh  KOIHPOBAHHUS
KpUNTOrpapUUecKux Kiaroue.

28.2. TpeboBanus mis cpenctB Y1 kimacca KC1:

- JlaHHBIE, COXPaHEHHbIE IPU PE3EPBHOM KOMMPOBAHUM, MAOJDKHBI OBITh JOCTAaTOYHBI JJIs
BOCCTaHOBJICHUs (DYHKIMOHUpOBaHHA cpencTB YI[ B cocTosHWe, 3aQUKCHPOBAHHOE HAa MOMEHT
KOIMPOBAHUS.

28.3. Tpebosanus ans cpeacts YL knacco KC2 u KC3 coBnagator ¢ TpeOOBaHUAMU AJIsL CPELICTB
V11 knacca KCI1.

28.4. TpeboBanus mis cpenctB Y1 kmacca KB1:

- JIOJDKHBI OBITh MPUHATHI MEPbl OOHAPYKEHHUSI HECAHKIIMOHUPOBAHHBIX M3MEHEHHH COXpaHEHHBIX
JTAaHHBIX;

- JIOJDKHBI OBITH ONpeseieHbl TpeOOBaHUS MO BPEMEHH BOCCTAHOBIEHHMsS W yKa3aHbl B T3 Ha
pa3paboTKy (MoaepHHu3aino) cpeacTB Y1 u B skcIuTyaTallmoHHOM TOKyMEHTAIlMU Ha cpencta Y11,

28.5. Tpebosanus ans cpenctB Y1 kimacca KB2:

- coxpaHsieMas IpH pe3epBHOM KOMHMPOBAHUM 3aliuiaemMas MHGOpMalus JOJKHA COXPaHATHCS
TOJILKO B 3alIM(pPOBAHHOM BHUJIE.

28.6. TpeboBanus mnsa cpeacts Y1 kmacca KAl coBmanaroT ¢ TpeboBaHusiMu aiis cpeacts Y1
kiacca KB2.

29. TpeboBaHus K CO3JaHUIO M AaHHYJIUPOBAHUIO CEpTU(HUKATOB KiItouel mposepku DI 1:

Wndopmarys 06 M3MEHEHHSAX:
THoonynxkm 29.1 usmenen c 11 ansaps 2021 . - Ilpuxaz @CB Poccuu om 4 dexabpsa 2020 2. N 555

CMm. npedvioyuyro pedaKyuio

29.1. IIpoToKOJIBI CO3/JaHUS ¥ aHHYJIMPOBaHUs cepTU(UKaTOB Kitouel mposepku Jl1, a Taxoke cxema
nepesavynd 3asBiIeHMs] Ha co3laHue ceptuduxara kmoda mnpoBepku Ol nomwkHb OBITH ONUCaHBI B
JKCIUTyaTallMOHHOW TOKYMEHTalUH Ha cpeacrsa Y11

29.2. CosnaBaemble YL ceptudukarsl kmtoueil mpoepku OIl M cHHCKH aHHYIUPOBAHHBIX
CepTH(HUKATOB JOJKHBI COOTBETCTBOBATh MEXKIyHapoaHbM pekomenpamusiM ITU-T X.509 ' (nanee -
pexomenaanuu X.509). Bece nons u nonoigHeHHs, BKIOYaeMble B cepTUdUKaT kitouel nposepku Ol u
CMHMCOK aHHYJIMPOBAHHBIX CEPTU(UKATOB, TOJKHBI OBITH 3aIl0JIHEHBI B COOTBETCTBUU C PEKOMEHAALUIMHU
X.509. IIpu ucnosb30BaHUU aJbTEPHATHUBHBIX (opMaToB cepTHUKATOB Kitouel mpoBepku D11 momkHbBI
ObITH OmpeseseHbl TPeOOBAaHUS K IMPOTOKOJAM CO3JAHHUS W AHHYJUPOBAHHS CEPTU(PHUKATOB KIIOUEH
nposepku DI u ykazansl B T3 Ha pa3zpaboTky (MoaepHu3amuio) cpencts Y1I.

'ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory: Public-key
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and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. CpencrBa YL AOKHBI peaan30BBIBATH MPOTOKOJ AHHYJIMPOBAHUS CepTH(HKATa KIH0Ya
npoBepku Dl ¢ ucnoap30BaHNEM CIIUCKOB aHHYJIUPOBAHHBIX CEPTU(UKATOB.

29.4. ]Jlomyckaercs peanm3anusi IMPOTOKOJIOB aHHYJIUPOBAaHUS O€3 WCIOJIb30BaHUS CIHCKOB
AHHYJIMPOBAHHBIX CEPTHU(PHUKATOB, TPeOOBaHMS K KOTOPHIM JTOJKHBI ObITh yKa3aHbl B T3 Ha pa3paboTKy
(MoxepHu3anuio) cpencts YII.

29.5. TpeboBanus mist cpenctB Y1 kimacca KC1:

- B cpeactBax YL nomkHa ObITh peanu3oBaHa (YHKIUS H3TOTOBICHHS cepTU(UKaTa Kiroda
npoBepku D11 Ha 6ymaxxnom Hocutene. [Topsinok Beijaun ceptudukara kioua nposepku 11 Ha OymakHOM
HOCHUTEJIE, a TAKXKe MPOIelypa KOHTPOJISI COOTBETCTBHS cepTU(HUKaTa Kitoua mpoepku D11 B 3IeKTpOHHOM
BUJIE U Ha OyMa)XHOM HOCHTEJIE IOJDKHBI ObITh YKa3aHbI B AKCIUTYaTallMOHHOM IOKyMEHTAllUU Ha CPeACTBa
YII;

- B cpenctBax YL B oTHomeHuu Biajenblia ceprudukaTta kitoua npoBepkud I HOMKHBI OBITH
pearn30BaHbl MEXaHU3MbI IPOBEPKH YHUKATBHOCTHU Kitoua poBepku D11 u 001aganust COOTBETCTBYIOLIIM
kiirouoM OI1.

29.6. TpeboBanust st cpeacte Y1 kmacca KC2 coBnamaror ¢ TpeGoBaHUSME Ui cpeacTB Y 1]
kiacca KC1.

29.7. Tpebosanus 1 cpeacts Y1 kmacca KC3:

- TOTPelIHOCTh 3HAYeHUN BpeMeHUu B cepTuduKatax Kiouell mnposepku Ol u chuckax
AHHYJIMPOBAHHBIX CEPTU(UKATOB HE TOJDKHA MPEBbIaTh 10 MUHYT.

29.8. TpeboBanus mis cpenactB Y1 kmacca KB1:

- TOTPelIHOCTh 3HAYeHUW BpeMeHUu B cepTuduKatax Kiouell mnposepku OIl u chumckax
AHHYJIMPOBAHHBIX CEPTU(UKATOB HE JIOJDKHA MPEBHINIATh 5 MUHYT.

29.9. Tpebosanus ans cpencts Y1 kmacco KB2 u KA1 coBnanarot ¢ TpeOoBaHUSIMU IJIsE CPENICTB
VII knacca KBI.

30. TpeOoBaHus K CTpyKType cepTudukara kiroda npoBepku DIl u cmucka aHHYTUPOBAaHHBIX
cepTu(HUKaTOB:

30.1. TpeboBanus nis cpencts YL kinacca KC1:

- JIONYyCTUMBIC CTPYKTYphl cepTu(UKara Kiroda mpoBepku Il W crmucka aHHYTUPOBAHHBIX
cepTu(UKATOB JOIKHBI OBITH MEPEUHUCICHBI B AKCIUTYaTAIIHOHHOM TOKyMEHTalluu Ha cpeacTBa YII;

- B cpeactBax Y1 momkeH OBITH peann30BaH MEXaHH3M KOHTPOJSI COOTBETCTBHUSI CO3/IaBAEMBIX
ceptuduxaToB kioueit mpoBepku D11 U cIUCKOB aHHYTUPOBAHHBIX CEPTUDUKATOB 3aJAHHON CTPYKTYpPE;

- B CTPyKType ceptudukara kioda mnpoBepkd DIl NOKHBI OBITH TNPETyCMOTPEHBI TIOJE,
coJiepkalliee CBeeHUsl 0 kiacce cpeAcTB Y1, ¢ MCHOiIb30BaHMEM KOTOPBIX OBLI CO3/1aH HACTOAIIMNA
ceprudukar kaouya npoepku Oll, u more, coxepkaiiee cBeneHust o kiacce cpeactsa DIl Bmagenbma
ceptudukara kioua nposepku JI1.

30.2. Tpebosanust nns cpenctB Y1 kimaccos KC2 u KC3 coBnagatoT ¢ TpeGoBaHUSIMU JIJ1s1 CPEICTB
V11 knacca KCI1.

30.3. Tpebosanus s cpeact Y1 kmacca KB1:

- B cpenctBax Y1 momkeH OBITh peaqn3oBaH MEXaHHU3M 3aJaHHsl CUCTEMHBIM aJIMUHHUCTPATOPOM
HaOopa MOMYCTHMBIX JONOJTHEHWH cepTu(dukara ximroda mpoBepku DIl M crhmicka aHHYITMPOBAHHBIX
CepTU(HUKATOB.

30.4. TpeboBanus mis cpenct Y1 kmaccoB KB2 u KA1 coBnagaroT ¢ TpeGOBaHHUSAMU TSI CPENICTB
VII knacca KBI.

31. TpeGoBanus k peectpy cepTudukaToB Kitoueit mposepku DI u odbecrneueHnro 10CTymna K Hemy:

31.1. TpeboBanus nis cpencts Y1 knacca KC1:

- B cpeacTBax YL momkHBI OBITH peann30BaHbl MEXaHU3Mbl XpPAaHEHHS U MOUCKA BCEX CO3AaHHBIX
ceprudukaToB Kioueil mpoepku DIl U CIMCKOB aHHYIHPOBAHHBIX CEPTH(PHUKATOB B PEECTpE, a TAKKE
CETEeBOI0 JOCTYyTMa K peecTpy.
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31.2. TpeboBanus misa cpeacts Y1 kmacca KC2 coBmagator ¢ TpeboBanusiMu aisi cpencts Y1
kiacca KC1.

31.3. Tpeboanus qs cpencts Y1 knacca KC3:

- B cpeactBax YL momkeH ObITh peann3oBaH MEXaHHU3M MOMCKA CePTUPHUKATOB KIIOUYEH MPOBEPKU
OIl U crUCKOB aHHYJIMPOBAaHHBIX CEPTH(HKATOB B peecTpe CepTH(HKATOB Kitodei mposepku Ol mo
pa3IMYHbIM UX aTpudyTam;

- BCE€ M3MEHEHHs peecTpa cepTH(uKaToB Kitoued mpoBepku DIl MOMKHBI perHcTPUPOBATHCS B
JKypHaJle ayIuTa.

31.4. Tpe6osanus nns cpenctB Y1 xmaccoB KB1, KB2 u KA1 coBmanator ¢ TpeOoBaHUSME st
cpencts Y1 knacca KC3.

32. TpeboBanus k nposepke J11 B ceprudukare kioya mposepku JI1:

32.1. lomxeH OBITh ONPEICIICH MEXaHNU3M MPOBEPKHU MOAINKCH B cepTUdUKaTe Kirroda mpoBepku D1
110 3aIIpOCy YYaCTHHKA AJIEKTPOHHOI'O B3aUMOJICHCTBHS U YKa3aH B AKCIUTyaTallMOHHOM JOKYMEHTAllMH Ha
cpencta Y.

32.2. B cpenctBax Y1 momkeH OBITh peaii30BaH MEXaHU3M MpoBepku nomuHHOCTH D11 VII B
BbIJIaBa€MbIX UM cepTudukaTax kiodeit nmposepku DI1.

32.3. Ilpoeepka DIl B ceprudurare ximoya mpoBepku DIl OoCyIIecTBISIETCS B COOTBETCTBUU C
pexomennanusaMu X.509, Bkitouast 0053aTeIbHYI0 IPOBEPKY BCEX KPUTUUECKUX JOTIOTHEHUH.

32.4. Ecnu, ucxons u3 ocoOEHHOCTEH sKcruryaTanuu cpeactB YL, mormyckaercst ucronb30BaHUE
anbTepHAaTUBHBIX (popmaroB ceptudukara kiarouya npoBepku OIl, nomkeH OBITH OMpENeNIeH MEXaHU3M
MIPOBEPKU MONKCH B cepTrdukate kitoda npoepku DI u ykazan B T3 Ha pa3paboTKy (MOIEpHHU3AIIHIO)
cpenctB YII.

Undopmaris 06 n3MEHEHUAX:
Tpebosanus donoanenvt nynkmom 33 ¢ 11 ansaps 2021 e. - Ilpuxaz @CE Poccuu om 4 dexabps 2020 .
N 555
33. B cocras cpeactB Y1 nomkHa BXOAUTH CITy*k0a METOK JOBEPEHHOTO BPEMEHHU.

Undbopmarrust 06 n3MEHEHHSX:

Hymepayus nynkma usmenena c 11 aunsapsa 2021 2. - Ilpuxaz @CE Poccuu om 4 dexkabps 2020 2. N 555
34. Jlna orpaHWYeHHUs BO3MOXKHOCTEH IO TOCTPOCHUIO KaHaJoB aTak Ha cpernctBa YII ¢
MCIIOJIb30BaHUEM KaHAJIOB CBSI3U JIOJKHBI IPUMEHSTHCS CPEACTBA MEKCETEBOTO SKPAHUPOBAHUSI.

Wndhopmarust 06 n3MEHEHUSX:

Hymepayus nynkma usmenena c 11 aunsapsa 2021 a. - Ilpuxaz @CE Poccuu om 4 dexkabpsa 2020 2. N 555
35. JlomxHbI OBITH ONpeeneHbl TpeOoBaHM MO 3aiuTe cpeacTB Y1 0T KOMIBIOTEPHBIX BUPYCOB U
KOMITbIOTEPHBIX aTak U yka3aHbl B T3 Ha pa3paboTky (MoaepHU3anuio) cpeact Y1I.

Wudopmanust 06 U3MEHEHUIX:
Ilynxkm 36 usmenen c 11 aunsapsa 2021 a. - Ilpuxaz @CE Poccuu om 4 dexaops 2020 2. N 555

CMm. npedvloyuyro pedaKyuio
36. Ilpu mnoxkmioueHun cperncts YI[, 3a HCKIIOUEHHEM CPEACTB, PEATH3YIONIMX MEXaHU3M
(GOpMUPOBAHUS METOK JIOBEPEHHOTO BPEMEHHU, K HHPOPMAITMOHHO-TEIIEKOMMyHUKAIIMOHHOW CETH, JOCTYII
K KOTOPOil HE OTpaHHYEH OIpEeIeJICHHBIM KPYroM IHIl, YKa3aHHbBIE CPElICTBA JIOJDKHBI COOTBETCTBOBATH
TpeboBanusM k cpeacTBaM Y1 kimacca KB2 wmm KA.

Wndopmarys 06 M3MEHEHHSX:
Ilynxkm 37 usmenen ¢ 11 aunsapsa 2021 2. - Ilpuxaz @CE Poccuu om 4 dexaops 2020 2. N 555

CMm. npedvioyuyro pedakyuio
37. UccnenoBanust cpeAacTtB Y1 ¢ 1enbio moaTBEpKACHHUS COOTBETCTBUS cpeAcTB Y1 HacTosmum
TpeGoBaHMsIM TOJDKHBI TIPOBOJIUTHCS C HCIOJb30BaHMEeM pa3pabdarpiBaeMbix PCB Poccum 4mcioBbIx
3HAYEHUH MAapaMETPOB M XapaKTEPUCTUK MEXAHM3MOB 3alllUThI, Pealu3yeMbIX B cpenctax YII .

'Tloanyukr 47 nynkra 9 Tonoxenns o MenepanbHoii ciyxbe 6e3onacHoctu Poccuiickoit @eepanum, yTBEpKIEHHOTO
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Vxazom IIpesunenrta Poccuiickoit ®@emepanmu ot 11 aerycra 2003 . N 960 (Cobpanme 3akoHOmaTenbcTBa Poccuiickoit
Denpepaunn, 2003, N 33, ct. 3254; 2018, N 28, ct. 4198).

Wndopmarus 06 H3MEHEHHSX:

Tpebosanus donoanenvt nynkmom 38 ¢ 11 aunsaps 2021 e. - Ilpuxaz @CE Poccuu om 4 dexabps 2020 .
N 3555

38. [lns orpaHuueHusi BO3SMOXHOCTEH MO MOCTPOEHUIO aTaK ¢ HCIOIb30BaHHEM KaHAJIOB CBS3U Ha
CpEACTBa, peATM3YIOIIME MEXaHW3M (OPMHUPOBAHUS METOK JIOBEPEHHOTO BpeMeHH, YL momKHbI
NPUMEHSATBCSI  CPEACTBA  MEXKCETEBOIO  DKpaHUpPOBaHUsS  ypoBHsA  BeO-cepBepa  (tum  "I'),
ceprudunmpoBanusie ®Ch Poccun Ha cooTBETCTBHE TPeOOBAaHUSAM K YCTPOWCTBAM THMA '"MEKCETEBOM
9KpaH" He MeHee 4eM 3 Kjacca 3amuiieHHOCTH. CpelcTBa MEKCETeBOrO0 SKPAaHUPOBAHUS JOJKHBI
o0ecreynBaTh KOHTPOJIb U (PHIIBTPALINIO HH(POPMALIMOHHBIX TOTOKOB MO MPOTOKOJY Mepeauu IUIepPTeKCTa.

Jns obecriedeHuss OOHapYXEHHS KOMIIBIOTEPHBIX MPOTpaMM MIU HMHONH KOMIIBIOTEPHOM
uHpOpMAlMK, TpeIHA3HAYEHHOW Il  HECAaHKIMOHHWPOBAHHOTO  YHHUYTOXKEHHS, OJIOKUPOBAHMSA,
Monu(pUKaK, KOMHPOBAHHS 3allUIIaeMol HH(OpMaLMM WIM HEWTpalu3allud CPEICTB 3alllUThI
UHPOpPMALINK, a TAKXKEe JUIsl pearnpoBaHus Ha oOHapyKeHHe 3TUX MporpaMM u uHpopmaruu Y1 1omKHbI
NPUMEHSTBCS CPEJCTBA 3aIUTHI OT KOMIIBIOTEPHBIX BUPYCOB, IpeJHA3HAYCHHbIC ISl MPUMEHEHUS Ha
cepBepax mH(popmanuoHHBIX cucteM (tum "B") u ceprudunmpoBannasie ®Ch Poccun Ha COOTBETCTBHE
TpeOOBaHUSAM K aHTUBUPYCHBIM CPEJCTBaM 1o kiaccy b2.

s obecrieueHust oOHapyKeHUsI IeWCTBUM, HAIPABJIEHHBIX HA HECAHKIMOHUPOBAHHBIN JOCTYI K
UH(POPMALINH, CTICHUATFHBIX BO3JICHCTBUI Ha CPENICTBA, PEATH3YIOLINE MEXaHU3MbI (POPMUPOBAHUS METOK
JIOBEPEHHOTO BpPEMEHH, B LENSIX HOOBIBAHMS, YHUUYTOXKEHUS, MCKKEHUS M OJOKHPOBAHHS JIOCTyHa K
3amumaeMol mHGopMalMu, a TakXkKe Ui pearupoBaHUs HAa ATH JACUCTBHUS (IPEIOTBPALICHHE 3THX
neiictBuil) Y1 1omKHBI MPUMEHSTHCS CPECTBA 3alIUTHl OT KOMIBIOTEPHBIX aTak, cCepTU(GHUIIMPOBAHHbBIE
®Cb Poccun Ha cooTBeTCTBHE TpeOOBaHMUSIM K MPOrPaMMHBIM, HPOrpaMMHO-ANMapaTHBIM MWK
anmapaTHbIM CPeJCTBaM THUIMA "CUCTEMbl OOHAPYKEHHsI KOMIBIOTEPHBIX aTak'" 1o kiaccy b.

Jlist KOHTpOJISL JIOKAJBHOTO JIOCTYHNAa M KOHTPOJIS LIEJIOCTHOCTH IMPOTPAaMMHOI Cpelbl CPeiCTB
BBIYUCIUTENbHON TEXHUKHU, BXOSIIUX B COCTAaB CPE/ICTB, PEATHU3YIOIINX MEXaHU3MbI (POPMUPOBAHUS METOK
JIOBEpEHHOr0 BpeMeHH, YI[ JOIKHBI NPUMEHSTHCS anmapaTHO-IPOrpaMMHBIE MOJYJIHM JOBEPEHHOU
3arpy3Kd ypOBHSI IIaThl paciiupenus, cepruduurupoanabie @Cb Poccun Ha cooTBeTCTBUE TpeOOBaHUAM
K almnapaTHO-MpOrpaMMHBIM MOJYJISIM JOBEPEHHOM 3arpy3KH 3J€KTPOHHO-BBIYMCIUTENbHBIX MAIIUH I10
kiaccy 2b.

Knacc CK3U cpencts, peanus3yoomux MeXaHu3Mbl (OPMUPOBAHUS METOK JOBEPEHHOI'O BPEMEHH,
nomwkeH Obith He Hwke kinacca KC3. JlomwkHo ObITh oO€CleYeHO 3allMIICHHOE XpaHEeHHe
KpUNTOrpapuuecKux Kirouel B HEAKCIIOPTUPYEMOM BU/IE.

Hcxonnwiii ko BIOS cpencts, peanu3yrommx MexaHU3Mbl (JOPMUPOBAHHUS METOK JOBEPEHHOTO
BPEMEHM, [OJDKEH TMPOWTH aHAJIW3 Ha OTCYTCTBHE M3BECTHBIX YA3BUMOCTEH U BO3MOXKHOCTEH
JNECTPYKTUBHOI'O BO3JIEHCTBUS, OCYLIECTBIISIEMOIO IIyTEM MCIOIb30BAaHUS NPOrPAMMHBIX YSI3BUMOCTEH €O
CTOPOHBI KaHAJIOB CBS3H.
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